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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q62-Q67):
NEW QUESTION # 62 
An engineer received an alert affecting the degraded performance of a critical server. Analysis showed a heavy CPU and memory
load. What is the next step the engineer should take to investigate this resource usage?

A. Run "ps -u" to find out who executed additional processes that caused a high load on a server.
B. Run "ps -d" to decrease the priority state of high load processes to avoid resource exhaustion.
C. Run "ps -m" to capture the existing state of daemons and map required processes to find the gap.
D. Run "ps -ef" to understand which processes are taking a high amount of resources.

Answer: D

NEW QUESTION # 63 
Refer to the exhibit. A security analyst received a ticket about suspicious traffic from one of the workstations. During the
investigation, the analyst discovered that the workstation was communicating with an external IP. The analyst could not investigate
further and escalated the case to a T2 security analyst. What are the two data visibility challenges that the security analyst should
identify? (Choose two.)

A. HTTP requests and responses are sent in plaintext.
B. Traffic is not encrypted.
C. POST requests have a "Microsoft-IIS/7.5" server header.
D. A default user agent is present in the headers.
E. Encrypted data is being transmitted.

Answer: A,E

NEW QUESTION # 64 
How can TOR impact data visibility inside an organization?

A. decreases visibility
B. increases data integrity
C. increases security
D. no impact

Answer: A

NEW QUESTION # 65 
Which action matches the weaponization step of the Cyber Kill Chain model?

A. Test and construct the appropriate malware to launch the attack
B. Research data on a specific vulnerability
C. Construct the appropriate malware and deliver it to the victim.
D. Scan a host to find open ports and vulnerabilities

Answer: C

Explanation:
The weaponization step in the Cyber Kill Chain model involves creating or repurposing malware based on the information gathered
during reconnaissance to exploit vulnerabilities in the target's system. This step culminates in the preparation of the malware to be
delivered to the victim2.
:
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NEW QUESTION # 66 
What is the difference between deep packet inspection and stateful inspection?

A. Stateful inspection is more secure than deep packet inspection on Layer 7
B. Deep packet inspection allows visibility on Layer 7 and stateful inspection allows visibility on Layer 4
C. Deep packet inspection is more secure than stateful inspection on Layer 4
D. Stateful inspection verifies contents at Layer 4 and deep packet inspection verifies connection at Layer 7

Answer: B

NEW QUESTION # 67
......
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