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CompTIA SecAI+ Certification Exam Sample Questions (Q97-Q102):
NEW QUESTION # 97 
Which of the following responsible AI standards refers to a principle that clearly states the reasons behind the decisions for a
particular conclusion?

A. Accountability
B. Auditability
C. Transparency
D. Explainability

Answer: D

Explanation:
Explainability is the responsible AI principle that ensures AI systems can provide clear reasoning for their decisions, allowing users to
understand how and why a particular conclusion was reached.

NEW QUESTION # 98 
A vulnerability scan produces many false positives. What does this indicate?

A. High sensitivity, low specificity
B. High confidence scoring
C. High specificity, low sensitivity
D. Low sensitivity, high specificity

Answer: A

Explanation:
High sensitivity → catches many issues but lowers accuracy (more false positives).

NEW QUESTION # 99 
A SOC analyst notices a sudden spike in outbound traffic from a server. The traffic is being sent continuously to an unknown
external IP address. Which of the following BEST describes this behavior?

A. Failed command-and-control communication
B. Brute-force attack
C. Data exfiltration
D. Lateral movement

Answer: C

Explanation:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

NEW QUESTION # 100 
A line of business wants to onboard an application that uses a custom AI model for employee assessments. The Chief Information
Officer (CIO) agrees to allow the engagement to proceed but first wants a threat model. Which of the following is the most
appropriate to use for an AI threat model?

A. International Organization for Standardization (ISO)
B. Organization for Economic Co-operation and Development (OECD)
C. Adversarial Threat Landscape for AI Systems (ATLAS)
D. Responsible AI

Answer: C

Explanation:
ATLAS is specifically designed for creating AI threat models. It catalogs adversarial techniques, tactics, and use cases that target AI



systems, making it the most appropriate framework for assessing risks to a custom AI model in employee assessments.

NEW QUESTION # 101 
Which of the following is used to train an AI model with unstructured data?

A. Reinforcement training
B. Statistical learning
C. Supervised learning
D. Fine-tuning

Answer: D

Explanation:
Fine-tuning allows an AI model to adapt to unstructured data (such as text, audio, or images) by retraining it on domain-specific
datasets. This process improves the model's ability to handle and generate outputs aligned with the unstructured data context.

NEW QUESTION # 102
......
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