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WGU Information Technology Management QGC1 Sample Questions (Q187-
Q192):

NEW QUESTION # 187
‘Which hacking method involves forging the from address so that replies go to an unintended audience?

A. Spoofing

B. Packet tampering
C. Hoaxes

D. Spyware

Answer: A

Explanation:

Definition of Spoofing;

Spoofing nvolves forging the "from'" address in communications (e.g., emails) so that replies or interactions are misdirected.
Attackers use this method to impersonate trusted entities, steal sensitive information, or redirect responses to malicious actors.
Impact of Spoofing:

Misleads recipients into sharing sensitive information.

Often used in phishing and social engineering attacks.

Incorrect Options Analysis:

A . Packet tampering; Involves altering data packets during transmission.

C . Spyware: Refers to software that secretly monitors user activity.

D . Hoaxes: Refers to false warnings or scamns, not address forgery.

and Documents of Information Technology Management:

"Email Security and Spoofing Prevention" (NIST Cybersecurity Framework).

ITIL Security Management Practices (Axelos).

NEW QUESTION # 188
Which type of network connects devices such as smartphones within a short range?

A. Cellular

B. Wide area

C. Personal area
D. Local area

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A Personal Area Network (PAN) is a network designed to connect individual devices over a very short range, typically within a few
meters. It is commonly used to connect devices such as smartphones, tablets, laptops, wireless headsets, smartwatches, and other
wearable or peripheral devices.

PANSs often use technologies like:

Bluetooth

Near Field Communication (NFC)

Infrared (older devices)

The key characteristics of a PAN include:

Short physical range (typically a few meters around a person)

Personal use, focused on a single user’s devices

Low power, wireless communication, suitable for mobile and wearable devices Why the other options are incorrect:

B. Local area - A Local Area Network (LAN) covers a larger area such as a home, office, or building and typically connects
computers, printers, and servers, not just a single person's close-range devices.

C . Cellular - A cellular network is provided by mobile carriers and covers large geographic areas, enabling mobile phone
communication over many miles, not just within a short personal range.

D . Wide area - A Wide Area Network (WAN) spans cities, countries, or even globally, connecting multiple LANSs across long
distances.

Therefore, the network type that connects smartphones and similar devices within a short range is a Personal Area Network (PAN).
Reference:



NEW QUESTION # 189
What are the other elements in the triple constraint along with cost?

A. Scope and time

B. Risk and integration

C. Procurement and compliance
D. Quality and resources

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In project management, the triple constraint (often shown as a triangle) traditionally consists of:

Scope - What work and deliverables are included.

Time - The schedule or duration of the project.

Cost - The budget and financial resources.

These three are interdependent:

If scope increases without adjustment, time and cost are likely to increase.

Compressing time may increase cost or require scope reduction.

Reducing cost may affect the scope or timeline that can be supported.

Therefore, when cost is one point of the triple constraint, the other two elements are scope and time.

Why the other options are incorrect:

A . Procurement and compliance - These are project management considerations but not part of the classic triple constraint.
B. Risk and integration - These are knowledge areas in project management, not the three core constraints.

C . Quality and resources - Quality is often impacted by the triple constraint, and resources support it, but neither are the traditional
two other points.

Thus, Option D. Scope and time correctly identifies the other elements of the triple constraint along with cost.

NEW QUESTION # 190
Which system provides a foundation for collaboration between departments, enabling people in different business areas to
commumicate?

A. Customer relationship management (CRM)
B. Supply chain management (SCM)

C. Enterprise resource planning (ERP)

D. Electronic data mterchange (EDI)

Answer: C

Explanation:

* Definition of ERP Systerns:

* ERP mtegrates core business processes across various departments, such as finance, HR, procurement, and production.
* It creates acentralized communication platformfor cross-departmental collaboration and seamless data sharing,

* Purpose of ERP:

* Ensures real-time data visibility across the organization.

* Promotes collaboration by elimnating data silos and enabling efficient workflows.

* Incorrect Options Analysis:

* B. Supply Chain Management (SCM):Focuses on logistics and supply chain optimization, not general collaboration.
* C. Customer Relationship Management (CRM):Concentrates on customer interactions.

* D. Electronic Data Interchange (EDI):Facilitates data sharing with external partners, not internal collaboration.
References and Documents of Information Technology Management:

* "ERP Integration Best Practices" (Gartner).

* ITIL Service Design: ERP Modules Overview (Axelos).

NEW QUESTION # 191
Which role does IT compliance play in protecting an organization?



A. Tt sets flexible privacy rules and allows independent oversight.
B. It helps prevent legal penalties and reputational harm.

C. It supports regular audits and secure system updates.

D. It shifts responsibility for data issues to IT contractors.

Answer: B

Explanation:

IT compliance ensures that an organization's technology practices align with applicable laws, regulations, and industry standards. Its
primary protective role is to help prevent legal penalties, financial fines, and reputational damage that can arise from nonconpliance
with regulations such as GDPR, HIPAA, or SOX.

Compliance also builds trust with stakeholders and customers by demonstrating responsible IT practices.

Option A: Incorrect, compliance does not shift responsibility; it ensures organizational accountability.

Option B: Incorrect, compliance is not about "flexible rules," but adherence to specific regulatory standards.

Option C: Partial truth-audits and updates are part of compliance, but the broader protective role is avoiding penalties and
reputational harm

Thus, IT compliance plays the role of protecting the organization from legal and reputational risks.

Reference:

WGU Information Technology Management - I'T Governance and Compliance, section on Compliance Objectives and Benefits.
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