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Which IRM challenge will the organization need to addnes?

Jusisdictional conflicts
Agent conllicts
Replication restrictions
Execulion restrictions

Replication restrictions

Q: A data center engineer is tsked with the destruction of data on solid-
state drivies (S5Ds). The CIEMSST must crsune thiat the daty is not eble o be retrieyved
Which data destruction action should the engineer 1ake to meeet this goal?

Overw TEing
Crypto-shreddeng
Wipng
Degaussing

]
Crypto-shreddeng

gi An organization wants (o gather and interpret logs from its cloud environment,
Which system should the organzmtion use for s lsk?
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A2 #32
Under which jurisdiction do General Data Protection Regulation (GDPR) guidelines apply?

A. European Union

B. Australia

C. United States of Amrerica
D. China

HE. A

Y.

The General Data Protection Regulation (GDPR) applies under the jurisdiction of the European Union.

Managing Cloud documentation explains that GDPR governs the collection, processing, storage, and transfer of personal data
belonging to individuals within EU member states.

GDPR applies not only to organizations physically located in the European Union but also to organizations outside the EU that
process or control EU residents' personal data. This broad scope makes GDPR one of the most influential data protection
regulations affecting cloud services globally.

The regulation mandates strict requirements related to consent, data minimization, breach notification, and data subject rights.
Organizations using cloud services must ensure that their providers support GDPR compliance requirements.

The other jurisdictions listed have their own privacy regulations but are not governed by GDPR. Therefore, the correct jurisdiction is
the European Union.

EE #33

A company has determined that encryption has too much overhead to work with their system and has identified tokenization as an
alternative. During this process, the tokenization server generates the token.

Which step should occur immediately after this action?

A. Data is sent to the tokenization server.

B. The tokenization server returns the token to the application.
C. The application generates a piece of sensitive data.

D. The application stores the token rather than the original data.

HE: B

Y.

In a standard tokenization workflow, once the tokenization server generates the token, the next immediate step is for the tokenization
server to return the token to the requesting application. Managing Cloud principles describe tokenization as a process where
sensitive data is replaced with a non-sensitive token that has no exploitable meaning outside the tokenization system.

After the sensitive data is securely transmitted to the tokenization server and the token is generated, the application must receive that
token so it can continue normal processing without handling the original sensitive value. The return of the token enables the
application to conplete transactions, store references, or perform business operations without exposing sensitive data.

The other options represent steps that occur either before token generation or later in the workflow. Data must be sent to the
tokenization server and sensitive data must be generated before a token can be created. Storing the token occurs after the
application receives it. Therefore, returning the token to the application is the correct immediate next step.

EE #34
Which type of cloud security vulnerability is static application security testing (SAST) likely to find?

A. Embedded credentials

B. Hypervisor vulnerabilities
C. Run-time vulnerabilities
D. Software misconfiguration
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Static application security testing (SAST) is most likely to identify embedded credentials. Managing Cloud principles explan that
SAST analyzes application source code, binaries, or bytecode without executing the program

Because SAST inspects code structure and logic, it can detect hard-coded passwords, API keys, and secrets embedded directly in
application files. These vulnerabilities pose significant risk if exposed in cloud environments.

Software misconfiguration and runtime vulnerabilities require execution context, and hypervisor vulnerabilities exist outside
application code. Therefore, embedded credentials are best detected through SAST.

HEE #35
Which cloud infrastructure risk is the responsibility of the cloud provider?

A. Data security
B. Physical security

C. Application security
D. Security governance

HE: B

MY

Physical security is a cloud infrastructure risk that is the responsibility of the cloud provider. Managing Cloud principles explain that
providers are responsible for securing data center facilities, including buildings, hardware, power systems, and environmental
controls.

This includes access controls, surveillance, guards, and protection against physical threats such as theft, vandalism, and natural
disasters. Customers do not have physical access to cloud data centers and therefore rely entirely on the provider to manage these
risks.

Data security and application security are typically shared responsibilities, while security governance is largely the customer's
responsibility. Therefore, physical security is the correct answer.

EE #36

As part of training to help the data center engneers understand different attack vectors that affect the infrastructure, they work on a
set of information about access and availability attacks that was presented. Part of the labs requires the engineers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Brute force

B. Denial of service
C. Encryption

D. Ranbow tables

e B

ME:

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack ains to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisims, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systens, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptine is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.
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