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i =8 #166

You are designing a personal document-archiving solution for your global enterprise with thousands of employee. Each employee
has potentially gigabytes of data to be backed up in this archiving solution.

The solution will be exposed to the employees as an application, where they can just drag and drop their files to the archiving
system. Employees can retrieve their archives through a web interface.

The corporate network has high bandwidth AWS Direct Connect connectivity to AWS. You have a regulatory requirement that all
data needs to be encrypted before being uploaded to the cloud.

How do you implement this in a highly available and cost-eflicient way?

e A. Manage encryption keys in an AWS CloudHSM appliance. Encrypt files prior to uploading on the employee desktop, and
then upload directly into Amazon Glacier.

¢ B. Manage encryption keys in Amazon Key Management Service (KMS), upload to Amazon Simple Storage Service (S3)
with client-side encryption using a KMS customer master key ID, and configure Amazon S3 lifecycle policies to store each
object using the Amazon Glacier storage tier.

e C. Manage encryption keys on-premnises in an encrypted relational database. Set up an on-premises server with sufficient
storage to temporarily store files, and then upload them to Amazon S3, providing a client-side master key.

¢ D. Mange encryption keys in a Hardware Security Module (HSM) appliance on-premises serve r with sufficient storage to
temporarily store, encrypt, and upload files directly into Amazon Glacier.
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A company is building an application that consists of several microservices. The company has decided to use container technologies
to deploy its software on AWS The company needs a solution that minimizes the amount of ongoing effort for maintenance and
scaling. The company cannot manage additional infrastructure Which combination of actions should a solutions architect take to meet
these requirements? {Select TWO )

¢ A. Deploy Kubernetes worker nodes on Amazon EC2 instances that span multiple Availability Zones Create a deployment
that specifies two or more replicas for each microservice

¢ B. Deploy an Amazon Elastic Container Service (Amazon ECS) service with an Amazon EC2 launch type Specify a desired
task number level of greater than or equal to 2

e (. Deploy an Amazon Elastic Container Service (Amazon ECS) cluster

¢ D. Deploy the Kubernetes control plane on Amazon EC2 instances that span multiple Availability Zones

e E. Deploy an Amazon Elastic Container Service (Amazon ECS) service with a Fargate launch type Specify a desired task
number level of greater than or equal to 2

Z%: CE
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Explanation

https://aws.amazon.com/containers/
https://aws.amazon.com/ecs/?c=cn&sec=srv&whats-new-cards.sort-by=item additionalFields. postDate Time &wh
https://docs.aws.amazon.con/prescriptive- guidance/latest/patterns/deploy-java-microservices-on-amazon-ecs-us
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A company collects temperature, humidity, and atmospheric pressure data in cities across multiple continents.

The average volume of data collected per site each day is 500 GB. Each site has a high-speed internet connection. The company's
weather forecasting applications are based in a single Region and analyze the data daily.

What is the FASTEST way to aggregate data for all of these global sites?


https://www.kaoguti.com/AWS-Solutions-Associate_exam-pdf.html

A. Upload site data to an Amazon S3 bucket in the closest AWS Region. Use S3 cross-Region replication to copy objects to
the destination bucket.

B. Upload site data to an Amazon S3 bucket in the closest AWS Region. Use S3 cross-Region replication to copy objects to
the destination bucket.

C. Enable Amazon S3 Transfer Acceleration on the destination bucket. Use multipart uploads to directly upload site data to
the destination bucket.

D. Upload the data to an Amazon EC2 instance in the closes Region. Store the data in an Amazon EBS volume. One a day
take an EBS snapshot and copy it to the centralize Region. Restore the EBS volume in the centralized Region and run an
analysis on the data daily.

EX: B
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Explanation

Step -1 To transfer to S3 from global sites : Amazon S3 Transfer Acceleration enables fast, easy, and secure transfers of files over
long distances between your client and your Amazon S3 bucket. S3 Transfer Acceleration leverages Amazon CloudFront's globally
distributed AWS Edge Locations. Used to accelerate object uploads to S3 over long distances (latency). Transfer acceleration is as
secure as a direct upload to S3.

Step -2 : When the application analyze/aggregate the data from S3 and then again upload the results - Multipart upload
httpz//lavnish.blogspot.comy’2017/06/aws-s3-cross-region-replication. html

https:/aws.amazon.convs3/transfer-acceleration/
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A workload consists of downloading an image from an Amazon S3 bucket, processing the image, and moving to another Amazon
S3 bucket. An Amazon EC2 instance runs a scheduled task every hour to perform the operation.

How should a Solutions Architect redesign the process so that it is highly available?

A. Trigger a Lambda function when a new object is uploaded

B. Launch a second Amazon EC2 instance to monitor the health of the first
C. Install copy the images to an attached Amazon EBS volume

D. Change the Amazon EC2 instance to compute optimized

ER: A
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You are signed in as root user on your account but there is an Amazon S3 bucket under your account that you cannot access. What
is a possible reason for this?

A. The S3 bucket has reached the maximum number of objects allowed.

B. The S3 bucket is full

C. AnIAM user assigned a bucket policy to an Amazon S3 bucket and didn't specify the root user as a principal
D. You are in the wrong availability zone

ER: C

fE R A«

With IAM, you can centrally manage users, security credentials such as access keys, and permissions that control which AWS
IeSOUrces USErs can access.

In some cases, you might have an IAM user with full access to IAM and Amazon S3. Ifthe ITAM user assigns a bucket policy to an
Amazon S3 bucket and doesn't specify the root user as a principal, the root user is denied access to that bucket. However, as the
root user, you can still access the bucket by modifying the bucket policy to allow root user access.

Reference: http:/docs.aws.amazon.comyl AM/latest/UserGuide/iamt troubleshooting. htmi#testing2
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