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An S auditor is reviewing database log settings and notices that onty INSERT and DELETE operations are being monitored in the
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database. What is the MOST significant risk?

¢ A. Newly added records may not be logged

¢ B. Purged records may not be logged

¢ (. Metadata may not be logged

¢ D. Changes to existing records may not be logged

Ef#: A

R -
Section: Information System Operations, Maintenance and Support

A #547
Which of the following is the PRIMARY way in which data analytics tools increase audit quality and execution efficiencies?

A. Detecting certain types of fraud in order to predict future fraud scenarios

B. Providing a narrowed risk focus for more targeted testing procedures

C. Facilitating access to confidential client data for analysis

D. Enabling the evaluation of data within IT systens to allow full population testing

Ef#E: D

E R #548
While planning a review of IT governance, the IS auditor is MOST likely to.

A. assess whether business process owner responsibilities are consistent across the organization.
B. obtain mformation about the framework of control adopted by management

C. review conpliance with policies and procedures issued by the board of directors.

D. examine audit committee minutes for IS-related matters and their control.

IEf#: B

E R #549
During the testing of the business continuity plan (BCP), which of the following methods of results analysis provides the BEST
assurance that the plan is workable?

A. Elapsed time for completion of critical tasks
B. Evaluation of the observed test results

C. Quantitatively measuring the results of the test
D. Measurement of accuracy

EfE: C

AR :

Section: Protection of Information Assets

Explanation:

It is important to have ways to measure the success of the plan and tests against the stated objectives.

Therefore, results must be quantitatively gauged as opposed to an evaluation based only on observation.

Quantitatively measuring the results of the test involves a generic statement measuring all the activities performed during BCP, which
gives the best assurance of an effective plan. Although choices A and B are also quantitative, they relate to specific areas, or an
analysis of results from one viewpoint, namely the accuracy of the results and the elapsed time.

Reference: Information Systems Audit and Control Association, Certified Information Systems Auditor 2002 review manual,
Chapter 5: Disaster Recovery and Business Continuity (page 269).

E M #550
Who is PRIMARILY responsible for the design of I'T controls to meet control objectives?



A. Business management
B. IT manager

C. Risk management

D. Internal auditor

EfE: A
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