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Answer: B

Explanation:

Risk modification involves implementing controls to reduce the likelihood or impact of a risk. By replacing FTP with SSH, Knight
has modified the risk associated with the transfer of files by ensuring that the data is encrypted, thereby reducing the likelihood of
unauthorized access through traffic capturingl. Reference: = This answer is based on the standard risk treatment options provided in
ISO/IEC 27001, which include avoiding, modifymng, sharing, or retaining risks as part of the risk management process
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Answer: D

Explanation:

The difference between a restricted and confidential document is that a restricted document is to be shared among named
individuals, while a confidential document is to be shared among an authorized group.

Restricted and confidential are examples of information classification levels that indicate the sensitivity and value of information and
the degree of protection required for it. Restricted documents contain information that could cause serious damage or harm to the
organization or its stakeholders if disclosed to unauthorized persons. Therefore, they should only be accessed by specific individuals
who have a legitimate need to know and are authorized by the information owner. Confidential documents contain information that
could cause damage or harm to the organization or its stakeholders if disclosed to unauthorized persons. Therefore, they should only
be accessed by a defined group of people who have a legitimate need to know and are authorized by the information owner.
ISO/IEC 27001:2022 requires the organization to classify information in terms of legal requirements, value, criticality and sensitivity
to unauthorized disclosure or modification (see clause A.

8.2.1). References: CQI & IRCA Certified ISO/IEC 2700122022 Lead Auditor Training Course, ISO/IEC

27001:2022 Information technology - Security techniques - Information security management systems - Requirements, What is
Information Classification?
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

The financial reporting system issue is a critical security concern, and the audit team should have reported the situation to the
certification body for further action.

ISO 19011:2018 mandates auditors to escalate issues that impact compliance.

A . Incorrect:

Financial systems fall within ISMS scope if they contain sensitive data-it is not beyond the scope.
C . Incorrect:

Withdrawal is unnecessary unless legal violations prevent an effective audit.

Relevant Standard Reference:
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Answer: A

Explanation:

The purpose of a follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous audit1. A follow-up audit is a type of audit that is conducted after an initial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanple:

* Option A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system



in achieving its intended results4.

* Option B is the purpose of a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectivesS.

* Option C is the purpose of a process audit, which is a type of audit that examines the inputs, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.
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Answer: B

Explanation:

Ore of'the advantages of having accredited certification of ISMS to ISO/IEC 27001:2022 is that it demonstrates the recognition of
the credibility of the certification process. Accredited certification means that the certification body has been assessed and approved
by an accreditation body, which ensures that the certification body operates according to international standards and follows
impartiality, competence and consistency principles. Accredited certification also enhances the confidence of the organisation's
customers, partners, regulators and other interested parties in the organisation's information security performance and compliance.
References: = ISO/IEC 27001:2022, clause 0.2; [PECB Candidate Handbook ISO 27001 Lead Auditor], page 6; Key Benefits of
ISO 27001 Certification - IT Governance.
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