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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q65-Q70):

NEW QUESTION # 65

As part of your analysis, you discover that a Medium severity level incident is fully remediated.
You change the incident status to Closed:Remediated.

Which statement about your update is true?
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A. The incident severity will be lowered.

B. The corresponding event will be marked as Mitigated.
C. The incident dashboard will be updated.

D. The incident can no longer be deleted.

Answer: C

NEW QUESTION # 66
You find that as part of your role as an analyst, you frequently search log View using the same parameters.
Instead of defining your search filters repeatedly, what can you do to save time?

A. Configure a custom dashboard.

B. Configure a marco and apply it to device groups.
C. Configure a data selector.

D. Configure a custom view.

Answer: D

Explanation:

When you frequently use the same search parameters in FortiAnalyzer's Log View, setting up a reusable filter or view can save
considerable time.

Option B - Configure a Custom View:

Custom views in FortiAnalyzer allow analysts to save specific search filters and configurations. By setting up a custom view, you can
retain your frequently used search parameters and quickly access them without needing to reapply filters each time. This option is
specifically designed to streamline the process of recurring log searches.

NEW QUESTION # 67
Which log will generate an event with the status Unhandled?

A. A WebFilter log will actior=dropped.

B. AnIPS log with action=pass.

C. An AppControl log with actior=blocked.
D. An AV log with action=quarantine.

Answer: B

Explanation:

In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs. IPS logs with actior=pass: When the IPS engine inspects traffic and determines that it does not match any known attack
signatures or violate any configured policies, it assigns the action "pass”. Since no action is taken to block or modify this traffic, the
status is logged as "Unhandled."

NEW QUESTION # 68
Exhibit. Assume these are all the events that exist on the FortiAnalyzer device. How many events will be added to the incident
created after running this playbook?



A. Seven events will be added
B. No events will be added.

C. Four events will be added.
D. Eleven events will be added.

Answer: C

Explanation:

In the exhibit, we see a playbook in FortiAnalyzer designed to retrieve events based on specific criteria, create an incident, and
attach relevant data to that incident. The "Get Event" task configuration specifies filters to match any of the following conditions:
Severity = High

Event Type = Web Filter

Tag = Malware

Analysis of Events:

In the FortiAnalyzer Event Monitor list:

We need to identify events that meet any one of the specified conditions (since the filter is set to

"Match Any Condition").

Events Matching Criteria:

Severity = High:

There are two events with "High" severity, both with the "Event Type" IPS.

Event Type = Web Filter:

There are two events with the "Event Type" Web Filter. One has a "Medium'' severity, and the other has a "Low" severity.
Tag= Malware:

There are two events tagged with "Malware," both with the "Event Type" Antivirus and "Medium'" severity.

After filtering based on these criteria, there are four distinct events:

Two from the "Severity = High" filter.

One from the "Event Type = Web Filter" filter.

One from the "Tag = Malware" filter.

NEW QUESTION # 69
Which two methods can you use to send notifications when an event occurs that matches a configured event handler? (Choose two.)



A. Send SNMP trap

B. Send Alert through FortiSIEM MEA
C. Send SMS notification

D. Send Alert through Fabric Connectors

Answer: AD

Explanation:

Send Alert through Fabric Connectors: This method involves creating a Fabric Connector profile and selecting the option "Send
Alert through Fabric Connectors" in the event handler notification settings. Notifications are then sent in JSON format to the
configured endpoint, such as Microsoft Teams or other integrated platforms.

Send SNMP trap: You can configure SNMP traps to be sent when an event triggers an incident.

This nvolves setting the SNMP Trap IP address, community string, trap type, and protocol in the system's analytics or incident

settings.
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