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NEW QUESTION # 43
Refer to the exhibit.
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Ifevents are grouped by Reporting [P, Event Type, and user attributes in FortiSIEM, how ,many results will be displayed?

A. Unique attribute cannot be grouped.
B. Seven results will be displayed.

C. Five results will be displayed.

D. There results will be displayed.

Answer: B

Explanation:

* Grouping Events: Grouping events by specific attributes allows for the aggregation of similar events.

* Grouping Criteria: For this question, events are grouped by "Reporting IP," "Event Type," and "User."
* Unique Combinations Analysis:

10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App

10.10.10.11, Failed Logon, John, 5.5.5.5, DB

10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App (duplicate, counted as one unique result)
10.10.10.10, Failed Logon, Paul, 3.3.2.1, Web App

10.10.10.11, Failed Logon, Ryan, 1.1.1.15, DB

10.10.10.11, Failed Logon, Wendy, 1.1.1.6, DB

10.10.10.10, Failed Logon, Ryan, 1.1.1.15, DB

* Result Calculation: There are seven unique combinations based on the specified grouping attributes.

* Reference: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, explaining how events are grouped and
reported based on selected attributes.

NEW QUESTION # 44
What can you do with rules on FortiSIEM?

A. Only activate or de-activate multiple rules

B. Only change the severity of multiple rules

C. Change the severity of multiple rules, and activate or de-activate multiple rules
D. Only view, edit, and activate a single rule at one time

Answer: C

NEW QUESTION # 45
Ifa performance rule is triggered repeatedly due to high CPU use, what occurs in the incident table?

A. The Incident Count value increases, and the First Seen and Last Seen times update.

B. A now incident is created each time the rule is triggered. and the First Seen and Last Seen times are updated.

C. A new incident is created based on the Rule Frequency value, and the First Seen and Last Seen times ate updated.
D. The incident status changes to Repeated, and the First Seen and Last Seen times are updated.

Answer: A

Explanation:

Incident Management in FortiSIEM: FortiSIEM tracks incidents and their occurrences to help administrators manage and respond to
recurring issues.

Performance Rule Triggering: When a performance rule, such as one for high CPU usage, is repeatedly triggered, FortiSIEM
updates the corresponding incident rather than creating a new one each time.

Incident Table Updates:

* Incident Count: The Incident Count value increases each time the rule is triggered, indicating how many times the incident has



occurred.

* First Seen and Last Seen Times: These timestamps are updated to reflect the first occurrence and the most recent occurrence of
the incident.

References: FortiSIEM 6.3 User Guide, Incident Management section, explains how FortiSIEM handles recurring incidents and
updates the incident table accordingly.

NEW QUESTION # 46
Refer to the exhibit.
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Which value will FortiSIEM use to populate theEvent Type field?

A. PHL_INFO

B. PH DSV_MON SYS DISK UTIL
C. phPerflob

D. diskUtil

Answer: B

Explanation:

Event Type Population: In FortiSIEM, the Event Type field is populated based on specific identifiers within the raw message or
event log,

Raw Message Analysis: The exhibit shows a raw message with various components,

includingPH DEV_MON_SYS DISK UTIL,PHL INFO,phPerfJob, anddiskUtil

Primary Event Identifier: ThePH DEV_MON_SYS DISK UTILat the beginning of the raw message is the primary identifier for
the event type. It categorizes the type of event, in this case, a system disk utilization monitoring event.

Event Type Field: FortiSIEM uses this primary identifier to populate the Event Type field, providing a clear categorization of the
event.

References: FortiSIEM 6.3 User Guide, Event Processing and Event Types section, details how event types are identified and
populated in the system

NEW QUESTION # 47
In the advanced analytical rules engine in FortiSIEM, muiltiple subpatterms can be referenced using which three operation?(Choose
three.)

A.ELSE

B.OR

C. FOLLOWED BY
D.NOT

E. AND

Answer: B,C.E

Explanation:
* Advanced Analytical Rules Engine: FortiSIEM's rules engine allows for complex event correlation using multiple subpatterns.



* Operations for Referencing Subpatterns:

FOLLOWED BY: This operation is used to indicate that one event follows another within a specified time window.

OR: This logical operation allows for the inclusion of multiple subpatterns, where the rule triggers if any of the subpatterns match.
AND: This logical operation requires all referenced subpatterns to match for the rule to trigger.

* Usage: These operations allow for detailed and precise event correlation, helping to detect complex patterns and incidents.

* Reference: FortiSIEM 6.3 User Guide, Advanced Analytics Rules Engine section, which explains the use of different operations to
reference subpatterns in rules.

NEW QUESTION # 48
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