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EAZ #160

Your company has a support ticketing solution that uses App Engine Standard. The project that contains the App Engine application
already has a Virtual Private Cloud(VPC) network fully connected to the company's on-premises environment through a Cloud
VPN tunnel. You want to enable App Engine application to communicate with a database that is running in the company's on-
premises environment. What should you do?

e A Configure private services access

B. Configure private Google access

C. Configure private Google access for on-premises hosts only
D. Configure serverless VPC access
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https://cloud.google.convappengmne/docs/standard/python3/connecting-vpc
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EE #161

You are developing a globally scaled frontend for a legacy streaming backend data API. This API expects events in strict
chronological order with no repeat data for proper processing.

‘Which products should you deploy to ensure guaranteed-once FIFO (first-in, first-out) delivery of data?

A. Cloud Pub/Sub alone

B. Cloud Pub/Sub to Stackdriver

C. Cloud Pub/Sub to Cloud SQL

D. Cloud Pub/Sub to Cloud DataFlow
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Reference https://cloud.google.comy/pubsub/docs/ordering

Topic 2, Mountkirk Games

Company Overview

Mountkirk Games makes online, session-based. multiplayer games for the most popular mobile platforns.

Company Background

Mountkirk Games builds all of their games with some server-side integration and has historically used cloud providers to lease
physical servers. A few of their games were more popular than expected, and they had problems scaling their application servers,
MySQL databases, and analytics tools.

Mountkirk's current model is to write game statistics to files and send them through an ETL tool that loads them into a centralized
MySQL database for reporting,

Solution Concept

Mountkirk Games is building a new game, which they expect to be very popular. They plan to deploy the game's backend on
Google Compute Engine so they can capture streaming metrics, run intensive analytics and take advantage of its autoscaling server
environment and integrate with a managed NoSQL database.

Technical Requirements

Requirements for Game Backend Platform

1. Dynamically scale up or down based on game activity.

2. Connect to a managed NoSQL database service.

3. Run customized Linx distro.

Requirements for Game Analytics Platform

1. Dynamically scale up or down based on game activity.

2. Process incoming data on the fly directly from the game servers.

3. Process data that arrives late because of slow mobile networks.

4. Allow SQL queries to access at least 10 TB of historical data.

5. Process files that are regularly uploaded by users' mobile devices.

6. Use only fully managed services

CEO Statement

Our last successful game did not scale well with our previous cloud provider, resuming in lower user adoption and affecting the
gane's reputation. Our investors want more key performance indicators (KPIs) to evaluate the speed and stability of the game, as
well as other metrics that provide deeper insight into usage patterns so we can adapt the gans to target users.

CTO Statement

Our current technology stack cannot provide the scale we need, so we want to replace MySQL and move to an environment that
provides autoscaling, low latency load balancing, and fiees us up from managing physical servers.

CFO Statement

We are not capturing enough user demographic data usage metrics, and other KPIs. As a result, we do not engage the right users.
We are not confident that our marketing is targeting the right users, and we are not selling enough premium Blast-Ups inside the
games, which dramatically impacts our revenue.

EE #162
You want to enable your running Google Kubernetes Engine cluster to scale as demand for your application changes.
‘What should you do?

e A, Update the existing Kubernetes Engine cluster with the following command:gcloud alpha container clustersupdate



mycluster - -enable-autoscaling - -min-nodes=1 - -max-nodes=10

¢ B. Add additional nodes to your Kubernetes Engine cluster using the following command:gcloud container clusters
resizeCLUSTER Nane - -size 10

e (. Create a new Kubernetes Engine cluster with the following command:gcloud alpha container clusterscreate mycluster - -
enable-autoscaling - -min-nodes=1 - -max-nodes=10and redeploy your application

¢ D. Add a tagto the instances in the cluster with the following command:gcloud compute instances add-tagsINSTANCE - -
tags enable-autoscaling max-nodes-10

HE: A

MY

https/cloud.google.comvkubernetes-engine/docs/concepts/cluster-autoscaler To enable autoscaling for an existing node pool, run
the following command:

gcloud container clusters update [CLUSTER NAME] --enable-autoscaling \ --min-nodes 1 --max-nodes 10 --zone
[COMPUTE_ZONE] --node-pool default-pool

EAE #163

All compute Engine nstances in your VPC should be able to connect to an Active Directory server on specific ports. Any other
traffic emerging from your nstances is not allowed. You want to enforce this using VPC firewall rules.

How should you configure the firewall rules?

e A Create an egress rule with priority 100 to allow the Active Directory traffic. Rely on the implied deny egress rule with
priority 1000 to block all traffic for all instances.

e B. Create an egress rule with priority 100 to deny all traffic for all instances. Create another egress rule with priority 1000 to
allow the Active Directory traffic for all instances.

e (. Create an egress rule with priority 1000 to deny all traffic for all instances. Create another egress rule with priority 100 to
allow the Active Directory traffic for all instances.

¢ D. Create an egress rule with priority 1000 to allow the Active Directory traffic. Rely on the implied deny egress rule with
priority 100 to block all traffic for all instances.

e C

EE #164
For this question, refer to the DressdWin case study. Considering the given business requirements, how
would you automate the deployment of web and transactional data layers?

¢ A Deploy Nginx and Tomcat using Cloud Launcher. Deploy a MySQL server using Cloud Launcher.
Deploy Jenkins to Compute Engine using Cloud Deployment Manager scripts.

¢ B. Deploy Nginx and Tomcat using Cloud Deployment Manager to Compute Engine. Deploy a Cloud SQL
server to replace MySQL. Deploy Jenkins using Cloud Deployment Manager.

¢ C. Migrate Nginx and Tomcat to App Engine. Deploy a MySQL server using Cloud Launcher. Deploy
Jenkins to Compute Engine using Cloud Launcher.

e D. Migrate Nginx and Tomcat to App Engmne. Deploy a Cloud Datastore server to replace the MySQL
server in a high-availability configuration. Deploy Jenkins to Compute Engine using Cloud Launcher.
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