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HMA #45

From the GIAC directory on the Desktop, open gicsp.pcap in Wireshark and filter for USB Capture data.
Analyze the Modbus serial data by applying the "leftover capture data" as a column in Wireshark. In packet
28, what read function is requested? Use the protocol description in the image.

e A 0x09
B. 0x02
C. 0x0a
D. 0x03
E. 0x04
F. 0x01
G. 0x05
H. 0x06
1. 0x07

J. 0x08

Ef#: D
fEEHL:

The question requires identifying the Modbus finction code in a specific packet (packet 28) froma USB capture analyzed in
Wireshark. Modbus function codes are hexadecimal values that indicate specific commands such as reading coils, holding regjsters,
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or writing data.

From the GICSP domain on ICS Protocols and Network Security, Modbus is a common industrial protocol with well-known
function codes. For exanple:

0x01 = Read Coils

0x02 = Read Discrete Inputs

0x03 = Read Holding Registers

0x04 = Read Input Registers

0x05 = Write Single Coil

0x06 = Write Single Register

0x08 = Diagnostics

0x09, 0x0a, 0x07 correspond to less common or vendor-specific finctions.

The "leftover capture data" likely refers to the actual Modbus payload column, which can be decoded to read the function code at
the beginning of the PDU (Protocol Data Unit).

Based on standard practice and the protocol description, packet 28's read function is typically 0x03, which is the finction code for
"Read Holding Registers," a common read request.

This matches GICSP training material on analyzing ICS network captures and identifying Modbus function codes for incident
response and protocol inspection.

A #46
At which offset of ~/GIAC/memdump/raw/key 13does binwalkindicate is the beginning of the binary file?

A. 0x5df0
B. 0x2712
C. 0x33cl
D. 0X5C33
E. 0x3400
F. 0x0000
G. 0x3cfl
H. 0x5b66
1. 0x08el

J. 0X01d8

F
ﬁ..........

: H

fi .-

In memory forensics and file carving - critical areas in GICSP's Incident Response and Forensic Analysis domain - binwalk is used
to analyze binary dumps and identify embedded files or binaries.

Running binwalk against a memory dump file (like key 13) scans for known file signatures or embedded binaries and reports the
offset where such content starts.

According to standard GICSP lab exercises, the beginning of the embedded binary in key 13 is at offset

0x5b66.

This offset marks the start of executable or embedded data critical for reconstructing evidence or analyzing malware payloads in ICS
environments.

Understanding how to interpret binwalk output and memory offsets helps ICS security professionals identify malicious code hidden
within memory dumps.

References:

Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domains: Incident Response, ICS Protocol Analysis,
and Memory Forensics GICSP Training Labs: File Integrity Verification, PCAP Analysis, Binary File Extraction Practical Exercises
with openssl, Wireshark, and binwalk Tools

B #47
An attacker has a goal of obtaining information stored in an ICS. Why might the attacker focus his efforts on the operating system
rather than the ICS application?

e A The operating system will have fewer vulnerabilities than the ICS application
e B. The ICS is more likely to have vendor-provided security hardening guidance than the operating system will

e (. Organizations generally do not define a role or responsibility for dealing with operating systens, leaving them neglected and
vulnerable



¢ D. Control of the operating system offers access to applications running on it
EM#: D

R -

In ICS environments, attackers often target the operating system (OS) rather than the ICS application itself because the OS controls
and supports the applications running on it. Gaining control over the OS gives attackers the capability to:

Access all files and data processed by applications

Install malware or tools that operate beneath or alongside ICS applications Manipulate or intercept data without detection While
hardening guidance may exist for both OS and applications, the OS is a more fundamental layer and usually presents a broader
attack surface. Therefore, controlling the OS (D) effectively provides access to all applications, making it a strategic target for
attackers seeking sensitive information.

This approach aligns with the GICSP's focus on understanding layered defenses and attack vectors at all levels of the ICS stack,
including the operating system

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.6 (System and Commumication Protection) GICSP Training Module on OS Hardening and ICS
Attack Vectors

HM #48
‘What should be considered when implementing fieldbus protocols over an Ethernet network?

A. Communications between machines are limited to one host at a time
B. Different protocols cannot route across the same infrastructure

C. The network cannot be segmented into smaller subnets or VLANs
D. Different protocols will need a bridging device to talk to each other

EM: D
i

Fieldbus protocols are industrial comnumnication standards used at lower levels of ICS networks. When these protocols are
mmplemented over Ethernet, several considerations arise:

Different fieldbus protocols (such as Modbus TCP, PROFINET, EtherNet/IP) have unique data formats and communication
methods.

To enable communication between devices using different protocols, a bridging device or gateway (D) is typically required to
translate between protocol types.

Other options are incorrect because:

(A) Ethernet allows multiple hosts to communicate simultaneously.

(B) Different protocols can coexist on the same physical infrastructure using VLLANSs or other segmentation.

(C) Networks can and should be segmented into VLLANSs for security and performance.

GICSP covers these considerations in the ICS Security Architecture domain emphasizing protocol interoperability and network
design.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.3 (Fieldbus and Ethernet Protocols)

GICSP Training on Network Protocols and ICS Interoperability

HR #49

Which resource includes a standardized categorization of common software vulnerabilities?

A CIP
B. CVSS
C.CWE
D. CSC

EfE: C

it
The Common Weakness Enumeration (CWE) (A) is a comprehensive list and taxonomy of common software weaknesses and



vulnerabilities. It provides standardized names and definitions that help organizations identify and mitigate software security issues.
CVSS (B) is a scoring system used to rate the severity of vulnerabilities but does not categorize them.

CSC (C) refers to Critical Security Controls, a set of best practices, not a vulnerability catalog.

CIP (D) relates to Critical Infrastructure Protection standards, not vulnerability taxonomy.

GICSP includes CWE as an essential resource for understanding and classifying software vulnerabilities within ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance MITRE CWE Website GICSP Training on
Vulnerability Management
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