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PR #58
Which of the following cURL commands would allow an engineer to effectively disable the REST API endpoint they've been utilizing
for testing a detection named TestSearchDevelopment?

e A curl -k -u admin:pass
https://localhost:8089/servicesN S/admin/search/saved/searches/TestSearchDevelopment/ - X DELETE

e B. Splunk endpoints cannot be disabled.

e C. curl -k -u adminpass
https:/localhost:8089/servicesNS/admirvsearch/saved/searches/TestSearchDevelopment/disable
-XPOST

e D. curl -k -uadmin;pass
https/localhost:8089/servicesN'S/admin/search/saved/searches/TestSearchDevelopment/disable
-XPUT
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To disable a saved search (detection) via the Splunk REST API, the correct syntax is a POST request to the .../disable endpoint.
Thus, the proper cURL command is curl -k -u admn:pass
https:/localhost:8089/servicesN'S/admin/search/saved/searches/TestSearchDevelopment/disable

-XPOST

il /8 #59
The SOC Manager requested a better method to standardize the list of tasks that analysts follow when they evaluate events or
cases. Which Sphunk SOAR feature allows the creation of SOPs based on criteria like the type of event or attack vector?

A. Events

B. Workbooks
C. Incidents
D. Cases
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Workbooks in Splunk SOAR allow SOC managers to standardize analyst workflows by defining SOPs (Standard Operating
Procedures) as structured task lists. These can be applied automatically based on event type or attack vector, ensuring consistency
in investigations.

i /8 #60
A Splunk administrator is tasked with creating a weekly security report for executives.
Whatelements should they focus on?

A. Excluding conpliance metrics to simplify reports
B. High-level summaries and actionable insights

C. Detailed logs of every notable event

D. Avoiding visuals to focus on raw data
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Why Focus on High-Level Summaries & Actionable Insights?

Executive security reports should provideconcise, strategic insightsthat help leadership teams makeinformed decisions.

#Key Elements for an Executive-Level Report#Summarized Security Incidents- Focus onmajor threats and trends.#Actionable
Recommendations- Includemitigation stepsfor ongoing risks.#Visual Dashboards- Use charts and graphs foreasy
nterpretation.#Compliance & Risk Metrics- Highlightcompliance status(e.g., PCI- DSS, NIST).

#Example in Splunk #Scenario:A CISO requests aweekly security report.#Best Report Format:

Threat Summary:"Detected 15 phishing attacks this week."

Key Risks:"Increase in brute-force login attempts."

Recommended Actions:"Enhance MFA enforcement & user awareness training," Why Not the Other Options?

#B. Detailed logs of every notable event- Too technical; executives needsummaries, not raw logs.#C.

Excluding compliance metrics to sinplify reports- Conpliance is critical forrisk assessment.#D. Avoiding visuals to focus on raw
data-Visuals improve clarity; raw data is too complex for executives.

References & Learning Resources

#Splunk Security Reporting Best Practices: https//www.splunk.conven us/blog/security#Creating Effective Executive Dashboards
n Splunk: https://splunkbase.splunk.con#Cybersecurity Metrics & Reporting for Leadership
Teams:https://www.nist.gov/cyberframework

R #61
During a high-priority incident, a user queries an index but sees incomplete results.
Whatis the most likely issue?

e A The search head configuration is outdated.



¢ B. Buckets in the warm state are naccessible.
¢ C. Indexers have reached their queue capacity.
¢ D. Data normalization was not applied.
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Ifa user queries an index during a high-priority incident but sees incomplete results, it is likely that the indexers are overloaded,
causing queue bottlenecks.

Why Indexer Queue Capacity Issues Cause Incomplete Results:

When indexing queues fill up, incoming data cannot be processed efficiently.

Search results may be incomplete or delayed if events are still in the indexing queue and not fully written to disk.
Heavy search loads during incidents can also increase pressure on indexers.

How to Fix It:

Monitor indexing queues via the Monitoring Console (indexing>indexing performance).

Checkmetrics.logon indexers formax_queue size exceededwarnings.

Increase indexer capacity or optimize search scheduling to reduce load.

PR #62
Which Splunk feature makes SPL searches shorter and reusable by inserting it into search strings?

e A. Lookups

e B. Macros

e C. Commands

e D. Knowledge objects

£%: B
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Macros allow predefined SPL fragments to be inserted into searches, making queries shorter, reusable, and easier to maintain.
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