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Consider the following situatian:

- i eomalete serviee outage has cecurred, aifecting eritical services
= Users are unable to perform their basks

- Customins are unable 1o conduct business

- Financial impact is beyand the highest sllowed threshald

‘What Is the carrect classification fewel for this sibuation?

Response:

A Safety critical
. Migsian ritical
€. Business critical
G High impact

Answer: B

‘What actiity is supported by the Protect Function in the NIST Cyberiecurity Framewark Care?
Fesponse;

A Take action regarding a debeeted oybersecurity event

B, Manage cybarsegurity fisk 10 systems, 35815, and data

C. Endure delivery of crftical infrastructune services

©. Ensure resilence and rostore services impatied by @ cybersequrity event

Answer: C
CQuestion: 9
What entay offers 3 iramaework Thal o ided®y uited 10 handie 30 (Wgan i Ition's operational challenges?
Resporse:
A CORIT
B. 0050
CoNIBT
B. 150
Answer: D
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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q138-
Q143):

NEW QUESTION # 138
What is used to ensure an organization understands the security risk to operations, assets, and individuals?

A. Risk Management Strategy
B. Risk Profile

C. Risk Assessment

D. Operational Assessment

Answer: C

NEW QUESTION # 139
Within the Protect Function, mvolves limiting access to only those individuals who need it for their work.

A. Awareness Training
B. Disaster Recovery
C. Access Control

D. Threat Detection

Answer: C

NEW QUESTION # 140
What are the four tiers of integration within the NIST Cybersecurity Framework?

A. Partial, Risk Informed, Repeatable, and Adaptive

B. Risk Informed, Selective, Repeatable, and Partial

C. Selective, Repeatable, Partial, and Adaptive

D. Corrective, Risk Informed, Repeatable, and Adaptive

Answer: A

NEW QUESTION # 141
A bank has been alerted to a breach of'its reconciliation systems. The notification came from the cybercriminals claiming
responsibility in an email to the CEO. The CEO has alerted the company CSIRT. What does the Communication Plan for the IRP

specifically guide against?
A. Inttiating kill chain
B. Accelerated turn over

C. Transfer of chain of custody
D. Rushed disclosure

Answer: D

NEW QUESTION # 142
What is the primary driver of a successful implementation of a security policy within a company?

A. Management commitment

B. Regular review of processes and procedures
C. Regulatory compliance

D. Change management process

Answer: A



NEW QUESTION # 143
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