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NEW QUESTION # 16
Refer to the exhibit.
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A normalized interface LAN on FortiManager is shown.
Which two statements about this interface configuration are correct? (Choose two.)

A. The normalized interface LAN will be mapped to the Human Resources interface for any FortiGate-40F model devices.
B. The normalized interface LAN will be mapped to the wireless interface for FortiGate-81E model devices.

C. The normalized interface LAN will be mapped to the port2 interface for NGFW-1 [Core2].

D. The normalized nterface LAN will be mapped to the private interface for FortiGate- VM64 model devices.

Answer: B,C

Explanation:

The normalized interface named LAN is mapped per platform so that, for any FortiGate-81E device, it corresponds to the interface
named Wireless. In addition, a specific per-device mapping is defined so that, on device NGFW-1 [Core2], the normalized LAN
mnterface maps to the physical interface port2.

NEW QUESTION # 17
Refer to the exhibit, which contains the partial output of an OSPF command.



FortiGate # get router info ospf status

Routing Process "ospf 0" with ID 0.0.0.5

Process uptime is O minute

Process bound to VRF default

Conforms to RFC2328, and RFC1583Compatibility flag is enabled

Supports only single TOS(TOSO) routes
Supports opaque LSA

Do not support Restarting

This router is an ABR

An administrator is checking the OSPF status of a FortiGate device and receives the output shown in the exhibit.
What two conclusions can the administrator draw? (Choose two.)

A. The FortiGate device is a backup designated router

B. The FortiGate device has OSPF ECMP enabled

C. The FortiGate device is connected to nuiltiple areas

D. The FortiGate device injects external routing information

Answer: C,D

Explanation:

The output of the get router info ospf status command provides key information about the OSPF (Open Shortest Path First)
configuration on the FortiGate device.

The FortiGate device is connected to muiltiple areas

* The output states: "This router is an ABR"

* ABR (Area Border Router) means the device is connected to multiple OSPF areas and maintains routing information between
them.

* This confirms that the FortiGate is not just in one area, but at least one backbone area (Area 0) and another OSPF area.

The FortiGate device injects external routing information

* The output states: "Supports opaque LSA"

* Opaque LSAs (Type 9, 10, and 11) are used in OSPF extensions, including those that support external route injection.

* Typically, ABRs or ASBRs (Autonomous System Boundary Routers) inject external routes, allowing routes from other routing
protocols (such as BGP or static routes) to be advertised into OSPF.

NEW QUESTION # 18

A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.

‘Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like 8443 when full SSL
inspection is active in the guest policy?

e A. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

¢ B. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.

¢ (. Inthe Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

¢ D. Admmistrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.

Answer: C

Explanation:

‘When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.

To ensure that FortiGate nspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSI/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the sanx as traffic



on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.

NEW QUESTION # 19

An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Use IKEv2, which encrypts peer IDs and prevents exposure.

B. Opt for SSL VPN web mode because it does not use peer IDs at all.
C. Stick with IKEvl main mode because it offers better performance.

D. Choose IKEvI aggressive mode because it simplifies peer identification.

Answer: A

Explanation:

In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.

# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.

# IKEV2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 20
How can you ensure the corporate FortiGate learns the 192.168.1.0/24 network?

A. Enable RIP

B. Implement OSPF over [Psec
C. Add static route

D. Add network locally

Answer: B

NEW QUESTION # 21
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