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GIAC Cyber Incident Leader GCIL 52 & GCIL s Bk E (Q69-Q74):

E R #69

‘Which compliance regulations require organizations to report security incidents?
(Select two.)

Response:

e A.ISO 9001

¢ B. Video Game Content Ratings Board
e C.GDPR

e D. HIPAA

EfE: C. D

R #70

Which factors should be considered when assessing the impact of a security incident?
(Select two.)

Response:
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A. The affected systems and data

B. The financial cost of the incident

C. The time it takes to detect the incident

D. The popularity of the impacted organization

Eﬁ: A\ B

HE#T1

Which of the following are key principles of effective incident communication?
(Select two.)

Response:

¢ A Transparency and accuracy

¢ B. Delaying responses to avoid spreading misinformation

¢ (. Using a single communication channel for all stakeholders
¢ D. Compliance with regulatory reporting requirements

IE%: A\ D

H #72

Which of the following techniques can attackers use to steal credentials?
(Select two.)

Response:

A. DNS tunneling
B. ARP spoofing
C. SQL Injection
D. Keylogging

iFE: C. D

B #73
Which approach helps improve incident management processes over time?
Response:

A. Implementing an automated incident detection and response system
B. Documenting all incidents without reviewing them

C. Outsourcing all security operations to a third party

D. Reacting to incidents only when they occur

EfE: A

R #74
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