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HR #95

An organization has noticed an increase in phishing campaigns utilizing typosquatting. A security analyst needs to enrich the data for
commonly used domains against the domains used in phishing campaigns. The analyst uses a log forwarder to forward network logs
to the SIEM.

Which of the following would allow the security analyst to perform this analysis?

e A. Create a parser that matches domains.

¢ B. Use a cron job to regularly update and compare domains.

e C. Develop a query that filters out all matching domain names.

e D. Implement a dashboard on the SIEM that shows the percentage of traffic by domain.

EE: A

R -

To enrich the data for analysis, the security analyst needs to compare the legitimate domains against those used in phishing
campaigns. Creating a parser that matches domains allows the SIEM to automatically identify and analyze the domains in the logs,
helping detect typosquatting and other malicious domain usage. This method allows for efficient and automated processing of log
data to identify potential threats.

HH #96

Youare a security analyst tasked with interpreting an Nmap scan output from company's privileged network.

The company's hardening guidelines indicate the following;

There should be one primary server or service per device.

Only defautlt ports should be used.

Non-secure protocols should be disabled.

INSTRUCTIONS

Using the Nmap output, identify the devices on the network and their roles, and any open ports that should be closed.
For each device found by Nmap, add a device entry to the Devices Discovered list, with the following information:
The IP address of the device

The primary server or service of the device (Note that each IP should by associated with one service/port only) The protocol(s) that
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should be disabled based on the hardening guidelines (Note that multiple ports may need to be closed to comply with the hardening
guidelines) If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Ef#:

R 5«

See explanation below.

Explanation:

10.1.45.65 SFTP Server Disable 8080
10.1.45.66 Email Server Disable 415 and 443
10.1.45.67 Web Server Disable 21, 80
10.1.45.68 UTM Appliance Disable 21

B #97

A security engineer is implementing security measures on new hardware in preparation for its launch. During the development phase,
a risk related to protections at the UEFI level was found.

Which of the following should the engineer recommend to reduce this risk?

¢ A, Implementing hardware root of trust

¢ B. Enabling Secure Boot

e C. Installing cryptography at the operational system level
¢ D. Configuring paravirtualization protection

Ef#: B

BRI :

Enabling Secure Boot at the UEFI level helps ensure that only trusted and signed operating system loaders and boot files can be
executed on the hardware. This prevents unauthorized code, such as bootkits or rootkits, from loading during the boot process,
significantly reducing risks at the UEFI level. Secure Boot is an essential measure to ensure the integrity of the system from the very
start of the boot process.

B #98
A security engineer is reviewing the following vulnerability scan report:
Which of'the following should the engineer prioritize for remediation?

A. Apache HTTP Server
B. Google Chrome

C. Migration to TLS 1.3
D. OpenSSH

IEf#: D

R

* OpenSSH vulnerabilityispublic facingand has acritical CVSS 0f9.2.

* Exploitable SSH services can lead to direct server compromise.

* Although Apache has a higher score, it's internal.

* FromCAS-005, Domain 3: Vulnerability Management:

* "Prioritize external vulnerabilities with high CVSS and exposed attack surfaces." Reference:CAS-005 Guide, Chapter 7:
Vulnerability Prioritization, pg. 140-143

HH #99

You are a security analyst tasked with interpreting an Nmap scan output from company's privileged network.
The company's hardening guidelines indicate the following:

There should be one primary server or service per device.

Only default ports should be used.

Non-secure protocols should be disabled.

INSTRUCTIONS



Using the Nmap output, identify the devices on the network and their roles, and any open ports that should be closed.

For each device found by Nmap, add a device entry to the Devices Discovered list, with the following information:

The IP address of the device

The primary server or service of the device (Note that each IP should by associated with one service/port only) The protocol(s) that
should be disabled based on the hardening guidelines (Note that muiltiple ports may need to be closed to comply with the hardening
guidelines) If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Ef#:

fREH

See explanation below.

Explanation:

10.1.45.65 SFTP Server Disable 8080
10.1.45.66 Email Server Disable 415 and 443
10.1.45.67 Web Server Disable 21, 80
10.1.45.68 UTM Appliance Disable 21
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