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Topic Details

¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and cettificate

Topic 1 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.

¢ GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM- Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
Topic 2 also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

o Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL Forward
Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also
mcludes applying network hardening techniques like Content-1D, Zero Trust principles, User-1D (including
Cloud Identity Engine), Device-1D, and network zoning to enhance security on Strata and SASE
platforms.

Topic 3

Palo Alto Networks Network Security Professional Sample Questions (Q58-
Q63):

NEW QUESTION # 58
In a Prisma SD-WAN environment experiencing voice quality degradation, which initial action is recommended?

A. Immediately modify path quality thresholds.

B. Switch all VolIP traffic to backup paths.

C. Request an RMA of'the ION devices.

D. Review real-time analytics of path performance.

Answer: D

Explanation:

Voice quality issues in SD-WAN deployments are typically linked to path performance metrics (latency, jitter, packet loss).
Reviewingreal-time analyticshelps pinpoint root causes and appropriate mitigation.

"When experiencing performance issues, the first step is to analyze real-time performance data. Prisma SD- WAN provides path
quality analytics to identify degradation and ensure informed troubleshooting," (Source: Prisma SD-WAN Monitoring) This data-
driven approach avoids unnecessary configuration changes.

NEW QUESTION # 59
How are policies evaluated in the AWS management console when creating a Security policy for a Cloud NGFW?

A. They nmust be created in the order they are intended to be evaluated.

B. The administrator sets a rule order to determine the order in which they are evaluated.
C. They can be dragged up or down the stack as they are evaluated.

D. The administrator sets a rule priority to determine the order in which they are evaluated.

Answer: A

Explanation:

Cloud NGFW Security Policiesin the AWS Console are evaluated in the exactcreation order- they do not have explicit rule priority
fields.

"In AWS, security rules are evaluated in the order they are created. To ensure the correct evaluation logic, create them in the desired



order from top to bottom." (Source: Cloud NGFW for AWS Policy Evaluation) Unlike Panorama, AWS-native management of
Cloud NGFWs uses creation order as the evaluation sequence.

NEW QUESTION # 60
When a firewall acts as an application-level gateway (ALG), what does it require in order to establish a connection?

A. Pinholes

B. Payload

C. Dynamic [P and Port (DIPP)

D. Session Initiation Protocol (SIP)

Answer: B

Explanation:

An ALG is designed toinspect and modify the payloadof application-layer protocols (like SIP, FTP, etc.) to manage dynamic port
allocations and session information.

"Application Layer Gateways (ALGs) inspect the payload of certain protocols to dynamically manage sessions that use dynamic port
assignments. By modifying payloads, the ALG ensures that NAT and security policies are correctly applied." (Source: ALG

Support)

NEW QUESTION # 61
‘Which action allows an engineer to collectively update VM-Series firewalls with Strata Cloud Manager (SCM)?

A. Creating a device grouping rule
B. Scheduling software update

C. Setting a target OS version

D. Creating an update grouping rule

Answer: A

Explanation:

Device grouping rulesin SCM allow admunistrators toorganize firewalls into logical groupsand collectively manage updates or
configuration pushes across those groups.

"SCM allows you to create device group rules, enabling streamlined management and collective updates of multiple NGFW
instances." (Source: SCM Device Grouping) This approach ensures consistency in software versions and configuration baselines
across large deployments.

NEW QUESTION # 62
A cloud security architect is designing a certificate management strategy for Strata Cloud Manager (SCM) across hybrid
environments. Which practice ensures optimal security with low management overhead?

A. Use cloud provider default certificates with scheduled synchronization and localized renewal processes.

B. Configure manual certificate deployment with quarterly reviews and environment-specific security protocols.
C. Deploy centralized certificate automation with standardized protocols and continuous monitoring.

D. Implement separate certificate authorities with independent validation rules for each cloud environment.

Answer: C

Explanation:

A centralized certificate automation approach reduces management overhead and security risks by standardizing processes,
automating renewals, and continuously monitoring the certificate lifecycle.

"Implementing a centralized certificate management approach with automation and continuous monitoring ensures optimal security
while reducing operational complexity in hybrid environments." (Source: Best Practices for Certificate Management)

NEW QUESTION # 63
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