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R #83
‘What happens when the same username exists in Splunk as well as through LDAP?

e A. LDAP settings take precedence.
e B. LDAP user is automatically deleted from authentication.conf
e C. Splunk settings take precedence.
e D. Splunk user is automatically deleted from authentication.conf.

Ef: C
RN -

Reference:
Splunk platform attempts native authentication first. If authentication fails outside of a local account that doesn't exist, there is no
attempt to use LDAP to log in. This is adapted from precedence of Splunk authentication scherma.


https://drive.google.com/open?id=1PSqSYmJvvGR5QhjvjYprXndlphRv89Ih
https://www.passtest.jp/Splunk/SPLK-1003-shiken.html
https://www.passtest.jp/SPLK-1003-mondaishuu.html
https://www.passtest.jp/Splunk/SPLK-1003-shiken.html
https://www.mogiexam.com/SPLK-1003-exam.html

HR #84

A Universal Forwarder is collecting two separate sources of data (A,B). Source A is being routed through a Heavy Forwarder and
then to an indexer. Source B is being routed directly to the indexer. Both sets of data require the masking of raw text strings before
being written to disk. What does the administrator need to do to ensure that the masking takes place successfully?

¢ A For source A, make sure that props . conf’is in place on the indexer; and for source B, make sure transforns . conf’is
present on the Heavy Forwarder.

¢ B. Make sure that props . conf and transforims . conf are both present on the in-dexer and the search head.

e C. Place both props . confand transforns . conf on the Heavy Forwarder for source A, and place both props . confand
transforms . conf on the indexer for source B.

e D. Make sure that props . confand transforms . conf are both present on the Universal Forwarder.

Ef#: C

TR

The correct answer is D. Place both props . confand transforms . conf on the Heavy Forwarder for source A, and place both props
. confand transforns . conf on the indexer for source B.

According to the Splunk documentationl, to mask sensitive data fromraw events, you need to use the SEDCMD attribute in the
props.conf file and the REGEX attribute in the transforns.conf file. The SEDCMD attribute applies a sed expression to the raw data
before indexing, while the REGEX attribute defines a regular expression to match the data to be masked. You need to place these
files on the Sphunk instance that parses the data, which is usually the indexer or the heavy forwarder2. The universal forwarder does
not parse the data, so it does not need these files.

For source A, the data is routed through a heavy forwarder, which can parse the data before sending it to the indexer. Therefore,
you need to place both props.conf and transforms.conf on the heavy forwarder for source A, so that the masking takes place before
indexing.

For source B, the data is routed directly to the indexer, which parses and indexes the data. Therefore, you need to place both
props.confand transforms.conf on the indexer for source B, so that the masking takes place before indexing,

References: 1: Redact data from events - Splunk Documentation 2: Where do I configure my Splunk settings?

- Splunk Documentation

HM #85
Which of the following statements apply to directory inputs? {select all that apply)

A. Splunk recursively traverses through the directory structure.

B. All discovered text files are consumed.

C. Compressed files are ignored by default

D. When adding new log files to a monitored directory, the forwarder must be restarted to take them into account.

F
R

: D

E Y #86
Which Splunk component performs indexing and responds to search requests from the search head?

A. License master

B. Search head cluster
C. Forwarder

D. Search peer

IEf@E: D

HH #87
What is the default character encoding used by Splunk during the input phase?

A. EBCDIC
B. UTF-16
C. ISO 8859
D. UTF-8



IEf#: D

R :

httpsz/docs.splunk.com/Documentation/Splunk/7.3. 1/Data/Configurecharactersetencoding

"Configure character set encoding. Splunk software attempts to apply UTF-8 encoding to your scources by default. Ifa source
foesn't use UTF-8 encoding or is a non-ASCII file, Splunk software tries to convert data from the source to UTF-8 encoding unless
you specify a character set to use by setting the CHARSET key in the props.conf file."
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