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¢ Dashboards and Reports: This domain covers understanding different sensor report types and their use
bEY 71 cases, and interpreting various audit logs for tracking platform activities.
¢ Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
bEY 72 following best practices for managing host group structures.
¢ Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
ey 73 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.
¢ Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
FEw 24 and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors
and their retention, and utilizing relevant management reports.
e User Management: This domain covers determining appropriate roles for console access, creating and
bEYZS assigning roles with specific permissions, and managing API keys for platform access.
¢ Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
FEY 2 6 update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.
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H #224
Which of'the following is a valid step when troubleshooting sensor installation failure?

¢ A. Confirmall required services are running on the system
¢ B. Disable SSL and TLS on the host

¢ C. Enable the Windows firewall

¢ D. Delete any available application crash log files

EfE: A

A :

A valid step when troubleshooting sensor installation failure is to confirm all required services are running on the system. This can
help identify if there are any issues with the sensor service, the Windows Management Instrumentation service, or the Windows
Remote Management service, which are required for the sensor to function properly. The other options are either incorrect or not
helpful for troubleshooting sensor installation failure.

B #225

Where in the Falcon console can information about supported operating system versions be found?

e A Intelligence module

¢ B. Support module

e C. Discover module

e D. Configuration module

IEf#: B

fiR .-

Information about supported operating system versions can be found in the Support module in the Falcon console. This module
provides access to various support resources, such as documentation, downloads, FAQs, release notes and system status. One of
the documents available in this module is the CrowdStrike Sensor Compatibility List, which lists the supported operating system
versions for each sensor type and platform. The other options are either incorrect or not related to finding information about
supported operating system versions.

R #226
What type of nformation is found in the Linux Sensors Dashboard?

A. Hosts by Kernel Version, Shells spawned by Root, Wget/Curl Usage

B. Hidden File execution, Execution of file from the trash, Versions Running with Computer Names

C. Versions running, Directory Made Invisible to Spotlight, Logging/Auditing Referenced, Viewed, or Modified
D. Private Information Accessed, Archiving Tools ?Exfil, Files Made Executable

Ef: A
=

The type of information that is found in the Linux Sensors Dashboard is Hosts by Kermel Version, Shells spawned by Root,
Weet/Curl Usage. The Linux Sensors Dashboard is a dashboard that provides an overview of the Linux hosts in your environment
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that have Falcon sensors nstalled.
You can use this dashboard to monitor the health and activity of your Linux hosts, such as their kernel versions, root shell usage,
network communication, detections, and preventions.

B #227
‘What are custom alerts based on?

¢ A. Customevent based triggers
¢ B. Predefined alert templates

e C. User defined Splunk queries
e D. Custom workflows

Ef#: B

A -

Scheduling a Custom Alert for your environment consists of three steps: choosing the template you'd like to configure, previewing the
search results, then scheduling the alert. Use Custom Alerts to configure email alerts using predefined templates so you're notified
about specific activity in your environment. When an alert runs and finds resuilts, it sends an email to specified recipients instead of
generating a new detection. Custom Alerts let you set up email alerts based on predefined templates that cover a wide range of
topics including Real Time Response session initiation, host containment, OS security settings, and more that are not yet covered by
notification workflows.

ER #228
Which of'the following uses Regex to create a detection or take a preventative action?

A. CustomIOA

B. Machine Leaming Exclusion
C. Sensor Visibility Exclusion
D. CustomIOC

EfE: A

fi .-

The option that uses regex to create a detection or take a preventative action is Custom IOA. A Custom IOA (indicator of attack)
allows you to define custom rules for detecting or preventing suspicious behavior based on process execution, file write, network
connection, or registry events. You can use regex syntax to create a Custom IOA rule that matches the event data that you want to
monitor or block.
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