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Topic Details
e Data Security: Data security refers to protecting digital information—such as that stored in databases or
Topic 1 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
ntegrity.
o Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 2 are detected or imminent, potentially compromising data or system integrity.
o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
Topic 3 computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
mntegrity and availability of digital information.
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 4 strategies to reduce or control the impact of potential uncertainties on organizational goals.
¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
Tobi mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
opic 5 . : . .
higher efficiency and effectiveness over time.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q44-Q49):

NEW QUESTION # 44
In which clause would the requirements for internal audit be found?

A. Performance Evaluation
B. Operation

C. Planning

D. Improvement

Answer: A

Explanation:

The requirements for internal audit are explicitly placed inClause 9.2 (Performance Evaluation)of ISO/IEC

27001:2022. The standard requires:

* "The organization shall conduct internal audits at planned intervals to provide information on whether the information security
management system... conforns to the organization's own requirenents... and to the requirements of this docurment." (9.2.1)

* "The organization shall plan, establish, implement and maintain an audit programme(s)..." (9.2.2) This clause clearly falls
underPerformance Evaluation (Clause 9), not Planning (Clause 6), Operation (Clause 8), or Improvement (Clause 10). Therefore,
the correct answer isC.

NEW QUESTION # 45
What is the definition of the term 'ntegrity’ according to ISO/IEC 270007

A. The property of being accessible and usable

B. The property of availability and confidentiality

C. The property of accuracy and completeness

D. The property that mformation is NOT made available nappropriately

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 27000:2018, Clause 3.35:

"Integrity is the property of accuracy and completeness."

This is one of the three core principles of information security (CIA triad):

* Confidentiality: ensuring information is not made available to unauthorized persons (related to option B).




* Integrity: ensuring data is accurate, complete, and unaltered except by authorized means.

* Availability: ensuring information is accessible and usable when required (related to option A).

Option D incorrectly mixes availability and confidentiality. The precise ISO definition isaccuracy and completeness, which matches
option C.

Thus, the correct verified answer isC.

NEW QUESTION # 46
‘What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 27013
B. None of the above
C. ISO/IEC 27002
D. ISO/IEC 20000-1

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirenments standard, but
mtegration guidance is provided n 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

NEW QUESTION # 47
Which information is required to be included in the Statement of Applicability?

A. The risk assessment approach of the organization

B. The criteria against which risk will be evaluated

C. The scope and boundaries of the ISMS

D. The justification for including each information security control

Answer: D

Explanation:

Clause 6.1.3 (d) requires that the organization'produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirenment of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

NEW QUESTION # 48
Which staterment describes Annex A of ISO/IEC 27001?

A. Defines the criteria for accepting risks

B. Provides a reference list of information security controls and their requirements
C. Defines a mandatory list of controls that shall be implemented

D. Provides measures to determine risk treatment effectiveness

Answer: B

Explanation:
Annex A of ISO/IEC 27001:2022 is titled:



"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.

The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (elimmating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).

Thus, Annex A is best described as areference list of information security controls. Correct answer:B.

NEW QUESTION # 49
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