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B2 #116

What is the impact of false positive alerts on business compared to true positive?

¢ A True positive alerts are blocked by mistake as potential attacks affecting application availability.
e B. False positives affect security as no alarmis raised when an attack has taken place, resulting in a potential breach.
e C. False positive alerts are blocked by mistake as potential attacks affecting application availability.
e D. True positives affect security as no alarmis raised when an attack has taken place, resulting in a potential breach.

HE: C

Y.

The log in the exhibit is generated by a firewall. It shows a deny action taken on TCP traffic, specifying the source and destination
addresses and ports, which is characteristic of firewall logs. Firewalls are designed to control incoming and outgoing network traffic
based on predetermined security rules, and this log entry reflects the enforcement of such a rule.

Reference:
Cisco's official documentation on firewall technologies and their log formats.
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AE #117
Which NIST IR category stakeholder is responsible for coordinating incident response among various business units, mnimizing
damage, and reporting to regulatory agencies?

A. management
B. CSIRT
C. public affairs
D. PSIRT

HE: A

Y.

In the context of NIST's incident response guidelines, management is responsible for coordinating incident response among various
business units, minimizing damage, and reporting to regulatory agencies. Management plays a key role in overseeing the incident
response process to ensure that it is carried out effectively across all parts of the organization and that compliance with legal and
regulatory requirements is maintained12.

References =

* NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guidel.

* InfraExam's discussion on incident response stakeholder responsibilities

HEE #118
Refer to the exhibit. Which type of attack is being executed?

A. cross-site scripting

B. SQL injection

C. cross-site request forgery
D. command injection

od
m

: B

HAE #119
Refer to the exhibit.
This request was sent to a web application server driven by a database. Which type of web server attack is represented?

A. heap memory corruption
B. blind SQL ijection

C. parameter manipulation
D. command injection
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A2 #120
Refer to the exhibit

An engineer is analyzing DNS response packets that are larger than expected The engineer looks closer and notices a lack of
appropriate DNS queries What is occurring?

A. DNS anplification attack
B. DNS cache poisoning

C. DNS tunneling

D. DNS hjjack attack

HE: A

AE #121
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