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H #54

You are deploying a FortiExtender (FEX) on a FortiGate-60F. The FEX will be managed by the FortiGate. You anticipate high
utilization. The requirement is to minimize the overhead on the device for WAN traffic.

Which action achieves the requirement in this scenario?

A. Change connectivity between the FortiGate and the FortiExtender to use VLAN Mode
B. Enable CAPWAP connectivity between the FortiGate and the FortiExtender.

C. Add a VLAN under the FEX-WAN mterface on the FortiGate.

D. Add a switch between the FortiGate and FEX.

IEf#: B

fi .-

The FortiExtender (FEX) is a device that provides wireless WAN connectivity for FortiGate devices by using 3G/4G/LTE cellular
networks. The FEX can be managed by the FortiGate device that it connects to, or by a FortiManager device in a centralized
management scenario. The FEX can use either Ethernet or CAPWAP connectivity to commumicate with the FortiGate device.
Ethernet connectivity means that the FEX uses a standard Ethernet connection to send and receive data packets from the FortiGate
device. CAPWAP connectivity means that the FEX uses a Control And Provisioning of Wireless Access Points (CAPWAP) tunnel
to encapsulate data packets and send them over an IP network to the FortiGate device. If the requirement is to minimize the
overhead on the device for WAN traffic, one option is to enable CAPWARP connectivity between the FortiGate and the FEX. This
option can reduce the overhead on the device by offloading some of the processing tasks from the CPU to the NP6 processor,
which can handle CAPWAP traffic more efficiently than Ethernet traffic. This option can also provide more flexibility and scalability
for WAN traffic by allowing multiple FEX devices to connect to a single FortiGate device over an IP network. Reference:
https://docs.fortinet.convdocument/fortigate/7.0.0/cookbook/19662/configuring- fortigate-with- fortiextender
https://docs.fortinet.convdocument/fortigate/7.0.0/cookbook/19662/capwap-connectivity

B #55
Refer to the exhibit.
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You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT 3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT 3 is not establishing any OSPF connection.

‘What needs to be changed to the configuration to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR
election?




EM#: B

f#E L

The OSPF configuration shown in the exhibit is using the default priority value of 1 for the nterface portl. This means that FGT 3
will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment. However, this is not
desirable because FGT 3 is a new device that needs to be added to the OSPF network without affecting the existing DR/BDR
election. Therefore, to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR election, the priority value of
the interface portl should be changed to 0. This will prevent FGT 3 frombecoming a DR or BDR and allow it to form OSPF
adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value to 0. Option A
is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type to point-to-
point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the area ID to
0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment. Reference:
httpsv/docs.fortinet.com/document/fortigate/7.0.0/administration-guide/3 5864 0/basic-ospf-example

B #56
Refer to the exhibit.

A customer has deployed a FortiGate 300E with virtual domains (VDOMSs) enabled in the multi- VDOM mode. There are three
VDOMs: Root is for management and internet access, while VDOM 1 and VDOM 2 are used for segregating internal traffic.
AccountVInk and SalesVInk are standard VDOM links in Ethernet mode.

Given the exhibit, which two statements below about VDOM behavior are correct? (Choose two.)

A. The VDOM links are in Ethernet mode because they have IP addressed assigned on both sides.

B. Traffic on AccountVInk and SalesVInk will not be accelerated.

C. Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOMs.

D. OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration changes to AccountVInk
E. You can apply OSPF routing on the VDOM link in either PPP or Ethernet mode

IEﬁ: C\ E

L

a) You can apply OSPF routing on the VDOM link in either PPP or Ethernet mode. This is because VDOM links can be configured
in either PPP or Ethernet mode, and OSPF routing can be configured on both types of Tinks.

d) Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOMs. This is because the Root
VDOM is the default VDOM, and 1t is used for management and internet access. VDOM 1 and VDOM 2 are traffic type VDOMs,



which are used for segregating internal traffic.

The other options are not correct.

b) Traffic on AccountVInk and SalesVInk will not be accelerated. This is because VDOM links are not accelerated by default.
However, you can configure acceleration on VDOM links if you want.

¢) The VDOM links are in Ethernet mode because they have IP addressed assigned on both sides. This is not necessarily true. The
VDOM links could be in PPP mode even if they have IP addresses assigned on both sides.

e) OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration changes to AccountVInk. This
is correct. OSPF routing can be configured between any two VDOM, even if they are not directly connected. In this case, the
OSPF routing would be configured on the AccountVInk link.

HMA #57
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:

Based on the information hown, t the expec‘ued behavior e /2 qst mes in?
A. FortiGate will forward the traffic without modifying the ALPN header.
B. FortiGate will rewrite the ALPN header to request HTTP/1.

C. FortiGate will reject all HTTP/2 ALPN headers.
D. FortiGate will strip the ALPN header and forward the traffic.

Ef#: C

fEEL:

The supported-alpn parameter is set to http1.1 in the SSL inspection profile. This means that the FortiGate will only accept
HTTP/1.1 traffic. Any HTTP/2 traffic will be rejected.

The following is the relevant docurmentation from Fortinet:

The supported-alpn parameter specifies the list of ALPN protocols that the FortiGate will accept. Ifthe client requests a protocol
that is not in this list, the FortiGate will reject the connection.

The default value for the supported-alpn parameter is all. This means that the FortiGate will accept any ALPN protocol that the
client requests.

To reject all HTTP/2 traffic, set the supported-alpn parameter to http1.1.

Source: https:/docs. fortinet.com/document/fortigate/7.0.0/new-features/710924/http- 2- support-in-proxy-mode-ssl-inspection

B #58
Refer to the exhibit.



devices to support njecting of IKE routes on the ADVPN shortcut tunnels.
Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasei-mterface options referenced in
the exhibit for the VPN interface to enable this capability? (Choose three.)

A. set mode-cfg-allow-client-selector enable
B. set net-device disable

C. set ke-version 1

D. set mode-cfg enable

E. set add-route enable

Ef#: A. D. E

fEE s

* B must be set to enable mode-cfg, which is required for injecting IKE routes on the ADVPN shortcut tunnels.

* D must be set to enable add-route, which is the command that actually injects the IKE routes.

* E must be set to enable mode-cfg-allow-client-selector, which allows custom phase 2 selectors to be configured.

The other options are incorrect. Option A is incorrect because net-device disable is not required for injecting IKE routes on the
ADVPN shortcut tunnels. Option C is incorrect because IKE version 1 is not supported for ADVPN.

References:

* Phase 2 selectors and ADVPN shortcut tunnels | FortiGate / FortiOS 7.2.0

* Configuring SD-WAN/ADVPN with FortiGate | FortiGate / FortiOS 7.2.0
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