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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs
Location 2: 4 PawerProtect DDs
Location 3: 2 PowerProtect DDs
Locafion 4: 2 FowerProtect DDs
The customer wants to implement a CR Vault in a 5th location.
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown
= B, Unlocked
= . Locked
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A2 #52

How would you add text from the instance label to the alert's description for the following alert?
alert: InstanceDown

expr:up =20

for: Sm

labels:

severity: page

annotations:

description: "Instance INSTANCE NAME HERE down"

A. Use Sexpr.instance instead of INSTANCE NAME HERE
B. Use $value.instance instead of INSTANCE NAME HERE
C. Use $labels.instance instead of INSTANCE NAME HERE
D. Use $metric.instance instead of INSTANCE NAME HERE

He: C

Y.

In Prometheus alerting rules, you can dynamically reference label values in annotations and labels using template variables. Each alert
has access to its labels via the variable $labels, which allows direct insertion of label data into alert messages or descriptions.

To include the value of the instance label dynamically in the description, replace the placeholder INSTANCE NAME HERE with:
description: "Instance {{$labels.instance} } down"

or equivalently:

description: "Instance $labels.instance down"

Both forns are valid - the first follows Go templating syntax and is the recommended format.

This ensures that when the alert fires, the instance label (e.g., a hostname or IP) is automatically included in the message, producing
outputs like:

Instance 192.168.1.15:9100 down

Options B, C, and D are invalid because $value, $expr, and $metric are not recognized context variables in alert templates.
Reference:

Verified from Prometheus documentation - Alerting Rules Configuration, Using Template Variables in Annotations and Labels, and
Prometheus Templating Guide (Go Templates and $labels usage) sections.

EE#53
What is the minimum requirement for an application to expose Prometheus metrics?

A. Tt must run on Linux.

B. It must be able to serve text over HTTP.

C. It must be compiled for 64-bit architectures.
D. It must be exposed to the Internet.

HE: B

MY

Prometheus collects metrics by scraping an HTTP endpoint exposed by the target application. Therefore, the only essential
requirement for an application to expose metrics to Prometheus is that it serves metrics in the Prometheus text exposition format over
HTTP.

This endpoint is conventionally available at /metrics and provides metrics in plain text format (e.g., Content-Type: text/plain;
version=0.0.4). The application can run on any operating system, architecture, or network - as long as Prometheus can reach its
endpoint.

It does not need to be Internet-accessible (it can be internal) and is not limited to Linux or any specific bitness.

Reference:

Verified from Prometheus documentation - Exposition Formats, Instrumenting Applications, and Target Scraping Requirements
sections.



HEE #54
What's "wrong" with the myapp filG uploads_total{userid=,,5123",status="failed"} metric?

A. The userid should not be exposed as a label.

B. The status should not be exposed as a label

C. The metric name should consist of dashes instead of underscores.
D. The _total suffix should be omitted.

HE: A

Y.

In Prometheus best practices, high-cardinality labels-especially those containing unique or user-specific identifiers-should be
avoided. The metric myapp filG uploads_total{userid="5123",status="failed"} exposes the userid as a label, which is problematic.
Each distinct value of a label generates a new time series in Prometheus. If there are thousands or millions of unique users, this would
exponentially increase the number of time series, leading to cardinality explosion, degraded performance, and high memory usage.
The _total suffix is actually correct and required for counters, as per the Prometheus naming convention. The use of underscores in
metric names is also correct, as Prometheus does not support dashes in metric identifiers. The status label, however, is perfectly
valid because it typically has a low number of possible values (e.g., "success", "failed").

Reference:

Verified from Prometheus official documentation sections Instrumentation - Metric and Label Naming Best Practices and Writing

Exporters.

HE#55

Given the following Histogram metric data, how many requests took less than or equal to 0.1 seconds?
apiserver_request duration seconds_bucket{job="kube-apiserver", le="+Inf"} 3
apiserver_request duration seconds_bucket{job="kube-apiserver", le="0.05"} 0
apiserver_request duration seconds_bucket{job="kube-apiserver", le="0.1"} 1
apiserver_request duration seconds_bucket{job="kube-apiserver", le="1"} 3
apiserver_request duration seconds_count{job="kube-apiserver"} 3 apiserver request duration seconds sum{job="kube-
apiserver"} 0.554003785

A0
B. 0.554003785
C.1
D.2

HE. C

ME:

In Prometheus, histogram metrics use cumulative buckets to record the count of observations that fall within specific duration
thresholds. Each bucket has a label le ("less than or equal to"), representing the upper bound of that bucket.

In the given metric, the bucket labeled le="0.1" has a value of 1, meaning exactly one request took less than or equal to 0.1 seconds.
Buckets are cunmulative, so:

1e="0.05" — 0 requests < 0.05 seconds

le="0.1"— 1 request < 0.1 seconds

le="1"— 3 requests < 1 second

le="+Inf" — all 3 requests total

The sumand count values represent total duration and request count respectively, but the number of requests below a given
threshold is read directly from the bucket's le value.

Reference:

Verified from Prometheus documentation - Understanding Histograms and Summaries, Bucket Semantics, and Histogram Query
Exanples sections.

EE #56
‘What does the increase() function do in PromQL?

e A, Retumns the total sum of values in a vector.



¢ B. Returns the absolute increase in a counter over a specified range.
¢ (. Calculates the percentage increase of a counter over time.
¢ D. Calculates the derivative of a gauge over time.

He: B

Y.

The increase() function computes the total increase in a counter metric over a specified range vector. It accounts for counter resets
and only measures the net change in the counter's value during the time window.

Exanple:

increase(http_requests_total[Smy)

This query returns how many HTTP requests occurred in the last five minutes. Unlike rate(), which provides a per-second average
rate, increase() gives the absolute number of increments.
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