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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be assigned to endpoint profiles based on user groups.
B. Zero-trust tags can help monitor endpoint system resource usage.
C. Zero-trust tags can determine the security posture of an endpoint.
D. Zero-trust tags can be used to allow or deny access to network resources.

Answer: C,D

Explanation:
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.

NEW QUESTION # 36 
What is the maximum number of Secure Private Access (SPA) service connections (SPA hubs) supported in the SPA use case?
(Choose one answer)

A. 0
B. 1
C. 2
D. 3

Answer: B

Explanation:
In recent versions of FortiSASE (starting from version 24.4 and later), the platform has increased its scalability to support larger
enterprise environments.
* Maximum Hub Support: According to the FortiSASE Mature Administration Guide and the FortiSASE 25.3.148 Feature Release
Notes, administrators can now configure a maximum of 12 SPA Service Connections (SPA hubs). Previously, this limit was
restricted to 4 hubs.
* Scalability for Large Enterprises: This enhancement allows organizations with complex, geographically dispersed networks-such as
those with multiple regional datacenters or cloud hubs-to integrate up to 12 distinct FortiGate SD-WAN hubs into their SASE
infrastructure.
* Service Connection Licensing: Each SPA hub requires a dedicated FortiGate SPA Service Connection license. In MSSP
environments using FortiCloud Organizations, a single FortiSASE instance can inherit these licenses from a root OU, supporting up
to the same cumulative maximum of
12 service connections.
* Routing and Performance: These 12 hubs form the "Private Access" backbone, where FortiSASE security PoPs act as spokes.
The use of BGP (either per-overlay or on loopback) ensures that traffic is dynamically routed to the optimal hub based on the
destination network and defined SLA priorities.

NEW QUESTION # 37 
In which two ways does FortiSASE help organizations ensure secure access for remote workers?
(Choose two.)

A. It uses the FortiCloud organizational units to assign endpoint profiles to remote workers.
B. It offers zero trust network access (ZTNA) capabilities.
C. It uses the identity and access management (IAM) portal to validate the identities of remote workers.
D. It secures traffic from endpoints to cloud applications.
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Answer: B,D

Explanation:
FortiSASE ensures secure access for remote workers by protecting traffic between endpoints and cloud applications and enforcing
ZTNA policies that validate user identity and device posture before granting access to corporate resources.

NEW QUESTION # 38 
Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install
FortiClient on endpoints or configure explicit web proxy settings on web browser-based end points?

A. SIA for agentless remote users
B. SIA for site-based remote users
C. SIA for SSLVPN remote users
D. SIA for inline-CASB users

Answer: B

Explanation:
In this use case, secure internet access (SIA) is configured at the site level rather than on individual devices. This approach eliminates
the need for individual endpoint setup, such as installing FortiClient or configuring web proxy settings on each workstation or device.
It allows centralized management and secure internet access for all users at the site level, simplifying deployment and maintenance.

NEW QUESTION # 39 
An organization needs to resolve internal hostnames using its internal rather than public DNS servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this?
(Choose two.)

A. Split tunnelling destinations
B. DNS filter
C. SSL deep inspection
D. Split DNS rules

Answer: A,D

Explanation:
To resolve internal hostnames using internal DNS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:
* Split DNS Rules:
* Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DNS servers.
* This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.
* Split Tunneling Destinations:
* Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.
* By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN
to the internal DNS servers.
References:
FortiOS 7.6 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.
FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DNS and split tunneling for securely resolving
internal hostnames.
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