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Professional Security Operations Engineer (PSOE) Exam
There is no reason to waste your time on a test. If you feel it is difficult to prepare for Google Security-Operations-Engineer and
need spend a lot of time on it, you had better use NewPassLeader test dumps which will help you save lots of time. What's more,
NewPassLeader exam dumps can guarantee 100% pass your exam. There is no better certification training materials than
NewPassLeader dumps. Instead of wasting your time on preparing for Security-Operations-Engineer Exam, you should use the time
to do significant thing. Therefore, hurry to visit NewPassLeader.com to know more details. Miss the opportunity, you will regret it.

Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q102-Q107):
NEW QUESTION # 102 
Your company has deployed two on-premises firewalls. You need to configure the firewalls to send logs to Google Security
Operations (SecOps) using Syslog. What should you do?

A. Set the Google SecOps URL instance as the Syslog destination.
B. Pull the firewall logs by using a Google SecOps feed integration.
C. Deploy a third-party agent (e.g Bindplane, NXLog) on your on-premises environment, and set the agent as the Syslog
destination.
D. Deploy a Google Ops Agent on your on-premises environment, and set the agent as the Syslog destination.

Answer: C

Explanation:
On-premises firewalls cannot send logs directly to Google SecOps. The correct approach is to deploy a third-party agent (such as
Bindplane or NXLog) in your on-premises environment and configure the firewalls to forward Syslog data to that agent. The agent
then reliably forwards the logs to Google SecOps for ingestion.

NEW QUESTION # 103 
Your company uses Google Security Operations (SecOps) Enterprise and is ingesting various logs. You need to proactively identify
potentially compromised user accounts. Specifically, you need to detect when a user account downloads an unusually large volume
of data compared to the user's established baseline activity. You want to detect this anomalous data access behavior using the least
amount of effort. What should you do?

A. Enable curated detection rules for User and Endpoint Behavioral Analytics (UEBA), and use the Risk Analytics dashboard
in Google SecOps to identify metrics associated with the anomalous activity.
B. Create a log-based metric in Cloud Monitoring, and configure an alert to trigger if the data downloaded per user exceeds a
predefined limit. Identify users who exceed the predefined limit in Google SecOps.
C. Inspect Security Command Center (SCC) default findings for data exfiltration in Google SecOps.
D. Develop a custom YARA-L detection rule in Google SecOps that counts download bytes per user per hour and triggers
an alert if a threshold is exceeded.

Answer: A

Explanation:
The most effective and least effort solution is to enable curated UEBA (User and Endpoint Behavioral Analytics) detection rules in
Google SecOps and use the Risk Analytics dashboard.
UEBA automatically establishes user baselines and detects anomalies such as unusually large data downloads, removing the need to
manually define thresholds or build custom rules.

NEW QUESTION # 104 
You are developing a security strategy for your organization. You are planning to use Google Security Operations (SecOps) and
Google Threat Intelligence (GTI). You need to enhance the detection and response across multi-cloud and on-premises systems.
How should you integrate these products?
Choose 2 answers

A. Use Google SecOps SOAR integrations with GTI for event enrichment.
B. Ingest GTI IOCs into Google SecOps as security events.
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C. Use Google SecOps SOAR integrations with GTI for entity enrichment.
D. Ingest on-premises and cloud security logs into Google SecOps SIEM as entities.
E. Ingest on-premises and cloud security logs into Google SecOps SIEM as events.

Answer: A,E

Explanation:
Comprehensive and Detailed Explanation
The correct answers are B and D, as they accurately describe the two primary functions of a modern SecOps platform: SIEM
(Detection) and SOAR (Response).
* Option B: (Detection Strategy) A SIEM's fundamental purpose is to perform detection. To do this, it must first ingest telemetry
(logs) as events. This is the foundational step for any detection and response strategy. Logs from all sources-on-premises (e.g.,
firewalls, Active Directory) and multi- cloud (e.g., AWS CloudTrail, Azure Activity Logs)-are ingested into Google SecOps,
normalized into the Unified Data Model (UDM), and stored as events. This is what allows detection rules to run.
(Option C is incorrect as logs are events, not entities).
* Option D: (Response Strategy) A SOAR's fundamental purpose is to orchestrate and automate the response to a detection. A key
part of this response is event enrichment (or more specifically, observable enrichment). When an alert is ingested by the SOAR, a
playbook runs. This playbook uses integrations (e.g., with Mandiant or VirusTotal, which are part of GTI) to query for real-time
context on the observables (IPs, hashes, domains) in the alert. This enrichment helps an analyst make a decision or allows the
playbook to automate a containment action.
Option A is incorrect because GTI is ingested as context (in the entity graph and Fusion Feed), not as events.
Option E is incorrect because "entity enrichment" (e.g., adding user data from AD) happens at the SIEM ingestion level, whereas
SOAR integrations perform on-demand enrichment for alerts/events.
Exact Extract from Google Security Operations Documents:
Google SecOps data ingestion: Google Security Operations ingests customer logs, normalizes the data, and detects security alerts.
Google SecOps ingests data using... Forwarders, Bindplane agent, Ingestion APIs, Google Cloud. Parsers convert logs from
customer systems into a Unified Data Model (UDM) events.
Integrate Mandiant Threat Intelligence with Google SecOps: This document provides guidance on how to integrate Mandiant Threat
Intelligence with Google Security Operations (Google SecOps). After you configure an integration instance, you can use it in
playbooks.
Actions:
* Enrich Entities: Use the Enrich Entities action to enrich entities using the information from Mandiant Threat Intelligence. This action
runs on the following Google SecOps entities: Hostname, IP Address, URL, File Hash.
* Enrich IOCs: Use this action to enrich indicators of compromise.
References:
Google Cloud Documentation: Google Security Operations > Documentation > SecOps > Google SecOps data ingestion Google
Cloud Documentation: Google Security Operations > Documentation > SOAR > Marketplace integrations > Mandiant Threat
Intelligence

NEW QUESTION # 105 
You are receiving security alerts from multiple connectors in your Google Security Operations (SecOps) instance. You need to
identify which IP address entities are internal to your network and label each entity with its specific network name. This network
name will be used as the trigger for the playbook. What should you do?

A. Enrich the IP address entities as the initial step of the playbook.
B. Modify the entity attribute in the alert overview.
C. Configure each network in the Google SecOps SOAR settings.
D. Create an outcome variable in the rule to assign the network name.

Answer: A

Explanation:
The correct approach is to enrich the IP address entities as the initial step of the playbook.
Enrichment lets you identify whether an IP is internal and tag it with the appropriate network name. This enriched network name can
then be used as the trigger condition for subsequent playbook actions.

NEW QUESTION # 106 
Your company recently started pulling JSON logs from a third-party system into Google Security Operations (SecOps). You
noticed that some fields are missing, and you want to parse them into UDM fields as quickly as possible. What should you do?



A. Create parser extensions using the code snippet approach.
B. Create parser extensions using the no-code approach.
C. Configure auto extraction to add the additional fields.
D. Submit a parser improvement request to Cloud Customer Care.

Answer: B

Explanation:
The fastest way to handle missing fields in JSON logs is to create parser extensions using the no- code approach in Google SecOps.
This allows you to quickly map additional fields into UDM without writing code or waiting on support requests, ensuring rapid
parsing and normalization of the third-party logs.

NEW QUESTION # 107
......
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