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¢ Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and
classification—applying development lifecycle methodologies with privacy and security by design, change

bEY 71 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and

supervising Al deployments.

¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
FEy 22 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.

¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systens using appropriate tools and methods. It includes audit planning and design, sampling
hEY 73 methodologies specific to Al, collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.
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HH #81
Which of'the following is the PRIMARY objective of performing adversarial testing on Al models?

¢ A Fostering security awareness

¢ B. Validating Al incident response plans

¢ (. Identifying control gaps

¢ D. Determining key risk indicators (KRIs)

IEf#: C

TR

Adversarial testinginvolves simulating real-world attacks or malicious inputs against Al models (e.g., adversarial examples, poisoning,
evasion) to identify how the system behaves under intentional misuse or hostile conditions. Theprimary objectiveis to
discoverweaknesses and control gaps(D) in the model and its surrounding processes-such as inadequate input validation, insufficient
monitoring, or missing safeguards against adversarial inputs.

While results from adversarial testing may inform incident response planning (A), KRI definition (B), or security awareness (C),
those are secondary benefits. AAIA's coverage of Al threats and vulnerabilities emphasizes adversarial testing as acontrol validation
and gap-identification mechanism, directly addressing Al-specific risk exposure.

References:

ISACA,AAIA Exam Content Outline- Domain 1 and Domain 2: Threats and Vulnerabilities Specific to Al; Testing Techniques for
Al Solutions.

ISACA guidance on adversarial testing and Al security posture assessment.

B #82
Which of'the following controls helps mitigate the risk of competitors poisoning data utilized by a machine learning (ML) model
performing sentiment analysis of product reviews?

A. Augmenting the unbalanced product review data set with the use of oversampling by the model developer
B. Hiring a marketing firm to text links to customers requesting product reviews for monetary compensation
C. Requiring customers to authenticate access to their accounts prior to writing product reviews

D. Peer reviewing code that acquires product reviews from social media posts

EfE: C

ER#83
Which of'the following is the GREATEST concern when an audit team relies on generative Al to create audit reports?

A. The reports may tend to use generic language for audit issues.

B. The reports may be more likely to reflect outdated information.

C. The reports may contain misstatements resulting from hallucinations.
D. The reports may use inconsistent formatting from prior audit findings.

Ef: C

AR :

The greatest concern is that the generative model may hallucinate, producing incorrect facts or conclusions (option B). In an audit
context, hallucinations can create false statements about control effectiveness, misreport risks, or incorrectly summarize evidence.
AAIA stresses that auditors must maintain professional skepticismand validate Al-generated content.

Misstatements are high-risk because they undermine audit credibility, regulatory compliance, and organizational decision-making,
Formatting inconsistency (C) and generic language (D) are cosmetic issues. Outdated information (A) is a concern but does not
nherently create false conclusions.

Hallucinated misinformation is the most severe and dangerous issue in Al-generated audit reporting.

References:

AAIA Domain 3: Al in Audit Processes (accuracy of Al outputs, hallucination risks).

AAIA Domain 5: Ethical Responsibilities in Al-Assisted Work.



H #84
Which of'the following do supervised Al learning models PRIMARILY use to train algorithms?

A. Clustered data sets
B. Labeled data sets

C. Randomized data sets
D. Unlabeled data sets

IEf#: B

TR

Supervised learning is a foundational type of machine learning in which the model is trained on a labeled dataset. According to the
AAIA™ Study Guide, labeled data includes input features along with the correct output, enabling the model to learn the mapping
function accurately.

"In supervised learning, models learn from input-output pairs provided in the training data. This method enables predictive modeling
tasks such as classification and regression." Unlabeled data (A) is used in unsupervised learning; clustered data (B) is a technique
rather than a data type; and randomized data (D) refers to distribution strategy, not labeling. Hence, labeled data is the correct
answer.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Fundamentals and Technologies," Subsection:
"Types of Al Learning Models"

HE #85
The GREATEST benefit of using Al auditing techniques over traditional methods is that Al auditing techniques can:

A. ensure full compliance with regulations.
B. identify complex data patterns.

C. significantly reduce data bias.

D. eliminate the need for human intervention.

IEf#: B

L2

Al auditing techniques excel at identifying complex data patterns (option C), which is their primary advantage over manual or
traditional audit approaches. The AAIA™ Study Guide states, "Al-based audit tools can process massive volumes of data at speed
and depth, detecting anomalies, trends, or relationships that might be invisible to human auditors or unfeasible to uncover manually."
Al does not fully eliminate the need for human involvement, nor does it guarantee compliance or the elimination of bias, but it can
analyze intricate patterns in large, multidimensional data sets.

Reference ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Advantages of Al-Enabled Audit Approaches"
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