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NEW QUESTION # 106 
Daffod is an American cloud service provider that provides cloud-based services to customers worldwide.
Several customers are adopting the cloud services provided by Daffod because they are secure and cost- effective. Daffod complies
with the cloud computing law enacted in the US to realize the importance of information security in the economic and national
security interests of the US. Based on the given information, which law order does Daffod adhere to?

A. ECPA
B. FERPA
C. FISMA
D. CLOUD

Answer: C

Explanation:
Daffod, as an American cloud service provider complying with the cloud computing law that emphasizes the importance of
information security for economic and national security interests, adheres to the Federal Information Security Management Act
(FISMA). Here's why:
FISMA Overview: FISMA is a US law enacted to protect government information, operations, and assets against natural or man-
made threats.
Importance of Information Security: FISMA requires that all federal agencies develop, document, and implement an information
security and protection program.
Relevance to Daffod: As Daffod complies with this law, it ensures that its cloud services are secure and adhere to national security
standards, making it a trusted provider for secure and cost-effective cloud services.
Reference:
NIST SP 800-53: Security and Privacy Controls for Information Systems and Organizations Federal Information Security
Modernization Act (FISMA)

NEW QUESTION # 107 
Daffod is an American cloud service provider that provides cloud-based services to customers worldwide.
Several customers are adopting the cloud services provided by Daffod because they are secure and cost- effective. Daffod complies
with the cloud computing law enacted in the US to realize the importance of information security in the economic and national
security interests of the US. Based on the given information, which law order does Daffod adhere to?

A. ECPA
B. FERPA
C. FISMA
D. CLOUD

Answer: C

Explanation:
Daffod, as an American cloud service provider complying with the cloud computing law that emphasizes the importance of
information security for economic and national security interests, adheres to the Federal Information Security Management Act
(FISMA). Here's why:
* FISMA Overview: FISMA is a US law enacted to protect government information, operations, and assets against natural or man-
made threats.
* Importance of Information Security: FISMA requires that all federal agencies develop, document, and implement an information
security and protection program.
* Relevance to Daffod: As Daffod complies with this law, it ensures that its cloud services are secure and adhere to national security
standards, making it a trusted provider for secure and cost-effective cloud services.
References:
* NIST SP 800-53: Security and Privacy Controls for Information Systems and Organizations
* Federal Information Security Modernization Act (FISMA)

NEW QUESTION # 108 
Trevor Noah works as a cloud security engineer in an IT company located in Seattle, Washington. Trevor has implemented a
disaster recovery approach that runs a scaled-down version of a fully functional environment in the cloud. This method is most
suitable for his organization's core business-critical functions and solutions that require the RTO and RPO to be within minutes.
Based on the given information, which of the following disaster recovery approach is implemented by Trevor?



A. Warm Standby
B. Multi-Cloud Option
C. Pilot Light approach
D. Backup and Restore

Answer: A

Explanation:
The Warm Standby approach in disaster recovery involves running a scaled-down version of a fully functional environment in the
cloud. This method is activated quickly in case of a disaster, ensuring that the Recovery Time Objective (RTO) and Recovery Point
Objective (RPO) are within minutes.
* Scaled-Down Environment: A smaller version of the production environment is always running in the cloud. This includes a minimal
number of resources required to keep the application operational12.
* Quick Activation: In the event of a disaster, the warm standby environment can be quickly scaled up to handle the full production
load12.
* RTO and RPO: The warm standby approach is designed to achieve an RTO and RPO within minutes, which is essential for
business-critical functions12.
* Business Continuity: This approach ensures that core business functions continue to operate with minimal disruption during and
after a disaster12.
References:Warm Standby is a disaster recovery strategy that provides a balance between cost and downtime.
It is less expensive than a fully replicated environment but offers a faster recovery time than cold or pilot light approaches12. This
makes it suitable for organizations that need to ensure high availability and quick recovery for their critical systems.

NEW QUESTION # 109 
Ocular Private Ltd. is an IT company that develops software related to graphic design. The organization has been using Google
cloud services. Margot Robbie has been working as a cloud security engineer in Ocular Private Ltd. over the past three years. She
uses the CCP Cloud Operations Suite (formerly Stack Driver} logging and monitoring tool to monitor and debug CCP hosted
applications. Margot would like to monitor a compute engine instance with cloud monitoring; therefore, she created a compute
engine instance, then she installed the cloud monitoring agent. Which of the following command can Margot use to start the cloud
monitoring agent?

A. sudo service stackdriver.agent start
B. sudo stackdriver.agent start
C. sudo service stackdriver-agent start
D. sudo stackdriver-agent start

Answer: C

NEW QUESTION # 110 
Assume you work for an IT company that collects user behavior data from an e-commerce web application. This data includes the
user interactions with the applications, such as purchases, searches, saved items, etc. Capture this data, transform it into zip files, and
load these massive volumes of zip files received from an application into Amazon S3. Which AWS service would you use to do this?

A. AWS Database Migration Service
B. AWS Kinesis Data Firehose
C. AWS Migration Hub
D. AWS Snowmobile

Answer: B

Explanation:
To handle the collection, transformation, and loading of user behavior data into Amazon S3, AWS Kinesis Data Firehose is the
suitable service. Here's how it works:
Data Collection: Kinesis Data Firehose collects streaming data in real-time from various sources, including web applications that
track user interactions.
Data Transformation: It can transform incoming streaming data using AWS Lambda, which can include converting data into zip files
if necessary1.
Loading to Amazon S3: After transformation, Kinesis Data Firehose automatically loads the data into Amazon S3, handling massive
volumes efficiently and reliably1.



Real-time Processing: The service allows for the real-time processing of data, which is essential for capturing dynamic user behavior
data.
Reference:
AWS Kinesis Data Firehose is designed to capture, transform, and load streaming data into AWS data stores for near real-time
analytics with existing business intelligence tools and dashboards1. It's a fully managed service that scales automatically to match the
throughput of your data and requires no ongoing administration. It can also batch, compress, and encrypt the data before loading,
reducing the amount of storage used at the destination and increasing security1.
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......
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