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i RE #129
Network infrastructure has been scanned and the identified issues have been remediated. What is the next step in the vulnerability
assessment process?

A. Assessing exposures
B. Generating reports
C. Establishing scope
D. Conducting an audit

EX: D

8 #130
Which term describes the process of collecting logs from many sources across an IT infrastructure into a single, centralized platform
to be reviewed and analyzed?

A. Log processing
B. Log normalization
C. Log monitoring
D. Log aggregation
E. Log correlation

ZX: D

fE AR A -

Log aggregation refers to the process of collecting logs from mutltiple sources across an IT infrastructure and centralizing themin a
single platform for review and analysis. This helps simplify monitoring and enhances the ability to detect and respond to security
events.

R RE #131
Which of the following are common areas of vulnerabilities in a network switch? (Choose two.)

A. Default credentials
B. Default port state
C. Default IP address
D. Default protocols
E. Default encryption

Z%: AB

R #132
Which of'the following should normally be blocked through a firewall?

A. SNMP
B. SMTP
C. POP3
D. NTP

BE: A

f R A«

SNMP (Simple Network Management Protocol) is typically used for network management and monitoring but can be a security risk
if not properly secured. SNMP can provide attackers with valuable information about network devices if exposed to the internet,
which is why it is generally blocked through firewalls unless absolutely necessary and securely configured.



i RE #133
What is baseline security?

A. An organization's insecure starting point before fixing any security issues.

B. An organization's secure starting point after fixing any security issues.

C. A measurement used when a system changes from its original baseline.

D. A document stipulating constraints and practices that a user must agree to for access to an organization's network.

EX: B

iR B B «

Baseline security refers to the established set of security measures and configurations that an organization considers to be the
minimum level of security for its systems. This baseline is used as a reference point to ensure systems remain secure and to identify
when changes or vulnerabilities occur.
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