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AE #31
Which two best practices align with incident response and compliance objectives? (Choose two.)

A. Tnplement real-time monitoring

B. Disable auditing to improve performance
C. Maintain imnutable logs

D. Use shared admin credentials

Y. AC

MY
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
mncident response and regulatory compliance.

EE #32
A technology company recently onboarded a new customer in the medical space. The customer needs a solution to provide data
integrity across remote sites. Which solution must be used to meet this requirement?

A. authentication
B. hashing

C. data masking
D. preshared key

He: B

Y.
Hashing ensures data integrity by generating a fixed-length value (hash) for data. When data is transmitted between remote sites, the
hash can be recalculated and compared to verify that the data has not been altered in transit.

EE #33

A financial company is in the process of upgrading network access across the entire company.
The solution must ensure:

- least privilege access

- control access across different network segments

- increased security for employers

‘Which solution approach must the company take?

A. NetFlow
B. PKI

C. RBAC
D. SNMP

HE: C

MY

Role-Based Access Control (RBAC) enforces least privilege access by granting permissions based on roles, not individuals. It also
provides centralized control across network segments, ensuring employees only have the access necessary for their responsibilities,
thereby increasing overall security.

AE #34
How is generative Al used in securing network?

e A to performreal-time audits to ensure regulatory compliance



¢ B. to improve resource consumption
e (. to detect unusual patterns in network traffic
¢ D. to provide real-time load balancing

He: C

Y.
Generative Al enhances network security by identifying anomalies in traffic patterns. It learns normal network behavior and flags
deviations that may indicate threats, such as intrusions or data exfiltration attempts.

HEE #35

An IT company operates an application in a SaaS model. The administrative tasks, such as customer onboarding, within the
application must be restricted to users who are on the corporate network where admins can access those functions via a web
browser or a smartphone application. Which application technology must be used to provide granular control based on function?

A. Service Mesh
B. RBAC

C. security group
D. VPC

He: B

3.

Role-Based Access Control (RBAC) restricts application functions (such as admmistrative tasks) to specific users or groups based
on their roles. This ensures that only authorized users on the corporate network can perform sensitive operations, while others are
limited to non-administrative fnctions.
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