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Cisco 300-710 exam is ideal for network security engineers, network security analysts, network security administrators, and anyone
who wants to specialize in network security. 300-710 exam assesses the candidate's knowledge of network security concepts and
their ability to deploy and manage Cisco Firepower devices effectively. Candidates who pass the Cisco 300-710 Exam will be able
to understand the various types of threats that affect networks and how to prevent them.

Cisco Securing Networks with Cisco Firepower Sample Questions (Q133-
Q138):
NEW QUESTION # 133 
Refer to the exhibit. An engineer is analyzing a Network Risk Report from Cisco FMC. Which application must the engineer take
immediate action against to prevent unauthorized network use?

A. Chrome
B. YouTube
C. TOR
D. Kerberos

Answer: C
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NEW QUESTION # 134 
Which limitation applies to Cisco Firepower Management Center dashboards in a multidomain environment?

A. Only the administrator of the top ancestor domain can view dashboards.
B. Child domains cannot view dashboards that originate from an ancestor domain.
C. Child domains can view but not edit dashboards that originate from an ancestor domain.
D. Child domains have access to only a limited set of widgets from ancestor domains.

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-
v60/Using_Dashboards.html

NEW QUESTION # 135 
Refer to the exhibit. A security engineer views the health alerts in Cisco Secure Firewall Management Center by using the Health
Monitor in the web interface. One of the alerts shows an appliance as critical because the Time Synchronization module status is out
of sync. To troubleshoot the issue, the engineer runs the ntpq command in Secure Firewall Management Center. The output is shown
in the exhibit. Which action must the security engineer take next to resolve the issue?

A. Configure the appliance to sync with its own internal clock.
B. Configure the appliance to receive the time from an NTP server.
C. Reestablish the connection to the timeserver.
D. Reset the appliance with a hard reboot.

Answer: B

NEW QUESTION # 136 
An engineer must configure a Cisco FMC dashboard in a multidomain deployment Which action must the engineer take to edit a
report template from an ancestor domain?

A. Add it as a separate widget.
B. Copy it to the current domain
C. Change the document attributes.
D. Assign themselves ownership of it

Answer: B

NEW QUESTION # 137 
An engineer is configuring URL filtering for a Cisco FTD device in Cisco FMC. Users must receive a warning when they access
http:/'www.Dac'additstte.corn with the option of continuing to the website if they choose to.
No other websites should be blacked. Which two actions must the engineer lake to meet these requirements?
(Choose two.)

A. On the HTTP Responses tab of the access control policy editor, sot the Interactive Block Response Page to system-
provided.
B. Configure an access control rule that matches the Adult URL category and se: the action to interactive Block.
C. On the HTTP Responses tab of the access control policy editor, set the Block Response Page to Custom.
D. Configure an access control rule that matches an URL object for http://www.badaduitslte.com; and set the action to
interactive Block.
E. Configure the default action for the access control policy to Interactive Block.

Answer: A,D

Explanation:
To configure URL filtering for a Cisco FTD device in Cisco FMC, and to meet the requirements of the question, the engineer must



do the following:
* On the HTTP Responses tab of the access control policy editor, set the Interactive Block Response Page to system-provided.
This will enable the system to display a warning page to the users when they try to access a blocked URL, and give them the option
to continue or cancel. The system-provided page is a default page that contains a generic message and a logo1.
* Configure
an access control rule that matches an URL object for http://www.badadultsite.com; and set the action to Interactive Block. This will
apply the interactive block action to the specific URL that is defined in the URL object.
The interactive block action will trigger the interactive block response page that was configured in the previous step1.
The other options are incorrect because:
* On the HTTP Responses tab of the access control policy editor, setting the Block Response Page to Custom will not affect the
interactive block action. The block response page is used when the action is set to Block, not Interactive Block1.
* Configuring the default action for the access control policy to Interactive Block will apply the interactive block action to all URLs
that are not matched by any access control rule. This will not meet the requirement of blocking no other websites1.
* Configuring an access control rule that matches the Adult URL category and sets the action to Interactive Block will apply the
interactive block action to all URLs that belong to the Adult category.
This
will not meet the requirement of blocking only http://www.badadultsite.com
1.

NEW QUESTION # 138
......
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