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HE#75
Which of'the following is the MOST effective action an organization can take to address data security risk when using generative Al
features in an application?

A. Require opt-out provisions for data usage

B. Establish IP ownership guidelines with third parties

C. Establish policies and awareness training for acceptable Al use
D. Rely on the Al provider's independent audit reports

Ef#: C

R -

AAISM stresses that the largest and most immediate risk for generative Al is unintentional data leakage by employees, making
acceptable-use policies and staff training the most effective short-term risk mitigation.

Users must be instructed not to mput sensitive data, understand usage restrictions, and follow governance requirerments.

Relying solely on third-party audits (D) is insufficient. [P agreements (A) and opt-out clauses (B) are contractual protections, not
operational safeguards.

References: AAISM Study Guide - Generative Al Security Risks; Policy and Awareness as Primary Controls.

H #76
When using Al as part of incident response, which of the following BEST ensures the automation aligns with regulatory and
governance obligations?

A. Tmplement a tiered automation strategy where severity ratings inform the need for human oversight
B. Apply anomaly detection models to filter incoming threats and automate containment

C. Train the Al incident response platform to mirror legacy response workflows and log containment
D. Use deep learning models to autonomously classify all incidents

EfE: A

fi .-

AAISM prescribes risk-based, human-in-the-loop orchestration for safety-critical or regulated actions. A tiered automation strategy
that gates autonomy by incident severity, data sensitivity, and regulatory requirements ensures accountability, auditability, and
proportionality, satisfying governance obligations. Full autonomy (A) risks non-compliance; simply mirroring legacy workflows (B)
may not meet current obligations; broad auto-containment (C) lacks necessary oversight controls.

References: Al Security Management (AAISM) Body of Knowledge - Governance of Al-Driven Security Automation; Human
Oversight and Escalation; Risk-Based Orchestration. AAISM Study Guide - Incident Response with Al: Controls, Approvals, and
Auditability.

=R #77
Which of the following recommendations would BEST help a service provider mitigate the risk of lawsuits arising from generative
Al's access to and use of nternet data?

e A, Activate filtering logic to exclude intellectual property flags

¢ B. Review log information that records how data was collected

e C. Disclose service provider policies to declare compliance with regulations

e D. Appoint a data steward specialized in Al to strengthen security governance

E: A
L

The AAISM materials highlight that one of the primary legal risks with generative Al systens is the unauthorized use of copyrighted
or intellectual property-protected data drawn from internet sources. To mitigate lawsuits, the most effective recommendation is to



implement filtering logic that actively excludes data flagged for intellectual property risks before ingestion or generation. While
disclosing compliance policies, appointing governance roles, or reviewing logs are supportive measures, they do not directly prevent
the core liability of using restricted content. The study guide explicitly emphasizes that proactive filtering and data governance
controls are the most effective safeguards against legal disputes concerning content origin.

References:

AAISM Exam Content Outline - Al Risk Management (Legal and Intellectual Property Risks) Al Security Management Study
Guide - Generative Al Data Governance

HM#78
Which of'the following actions BEST enables the evaluation of bias during an Al impact assessment?

A. Comparing the Al system's output against historical data benchmarks

B. Analyzing the Al systen's reaction time under peak workload conditions

C. Assessing the Al systeni’s training data to ensure it represents all relevant end-user groups

D. Measuring the Al system's performance processing speed under predefined varying workloads

Ef: C

A -

The most direct and effective way to evaluate bias risk is to assess representativeness and coverage of the training data against all
relevant user groups and contexts. Bias frequently originates from imbalanced, unrepresentative, or systematically skewed datasets.
Ensuring demographic and contextual coverage, verifying labeling quality, and checking subgroup performance are foundational steps
n bias evaluation and mitigation planning. Output benchmarking can surface symptons but is insufficient without data
representativeness analysis; latency and throughput measurements are performance concerns, not bias assessiments.

References:* Al Security Management (AAISM) Body of Knowledge: Al Risk Identification and Treatment - bias sources in data
and methods for representativeness assessment® Al Security Management Study Guide: Bias and fairness evaluation methods;
subgroup coverage analysis; data quality and labeling assurance

B #79
An Al system that supports critical processes has deviated from expected performance and is producing biased outcomes. Which of
the following is the BEST course of action?

¢ A Retrain the model with a new and expanded dataset

¢ B. Performa root cause analysis to identify mitigation steps
e C. Conduct audits of the data and the model

e D. Activate the model kill switch

EfE: B

L2

AAISM directs that when harmful or biased behavior is observed in a production Al system, the organization should enter a formal
incident/variance handling workflow that begins with root cause analysis (RCA) to identify the source of deviation (data drift,
concept drift, feature leakage, pipeline changes, control failures) and determine proportionate risk treatments. Immediate retraining
(Option A) without RCA risks reinforcing the same bias; audits (Option C) are key activities within RCA rather than the action that
frames the response; a kill switch (Option D) is reserved for conditions where risk exceeds the defined tolerances and immediate
harm prevention is required.

References: Al Security Management™ (AAISM) Body of Knowledge - Incident Response & Post-Incident Improvement; Model
Risk Treatment & Drift Management; Bias Detection and Remediation Governance.
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