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WGU C840 Digital Forensics in Cybersecurity
Pre-Assessment

The chiel information offkcer of an sccounting firm believes sensitive data is being exposed an

the local network,

Wikich ool shoald the IT stall use to pather digital evidence about this security vulnerability? -

o Snifier

A police delechve investigaling a theeal traces the sodrce o a house. The couple al the haise
shovws the detective the only consputer the fameily owns, which is in their son'’s bedroom. The

coiple stated that their son is presently in class at g local middle séhool.

How should the detective legally gain access 1o the s;um{u[ct" = b consent o search

from the parents

How should a forensic sciennist obisin the network confliguration from a Windows PC belore
seizing it from a crine scene” - o o By wang the ipoonfig command from a command prompl on

the computer

The hizman resmarces manager of 2 small scocunting fime believes he may have been a victim aof
a phishing scam. The manager clicked on 2 Bnk 1 an email message that asked him to verify the

ligons credentials for the Mimy's onling bank accoant
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¢ Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics
Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It

bEY 71 includes identifying relevant renmnants, restoring accessible information, and understanding where digital

traces are stored within different systens.

¢ Domuain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital

Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
hEY 72 identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
mnvestigation is defensible and properly executed.

¢ Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
bEY 73 systens, logs, and system data while following approved investigation processes that ensure accuracy and

integrity.

¢ Domain Incident Reporting and Commumication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings from a forensic investigation. It includes

ey 74 documenting evidence, summarizing conclusions, and communicating outcomes to organizational

stakeholders in a clear and structured way.

¢ Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians

and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
bEYZS to investigate cyber incidents, examine digjtal evidence, and understand how findings support legal and
organizational actions.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam 52 &
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B #59
‘Which characteristic applies to solid-state drives (SSDs) compared to magnetic drives?

¢ A. They have moving parts

¢ B. They are generally slower

e (. They have a lower cost per gigabyte
e D. They are less susceptible to damage

Ef#E: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

Solid-state drives (SSDs) use flash memory and have no moving mechanical parts, making them more resistant to physical shock
and damage compared to magnetic drives, which rely on spinning platters.

* This resilience makes SSDs favorable in environments with higher physical risk.

* However, data recovery from SSDs can be more complex due to wear-leveling and TRIM features.

Reference:NIST and forensic hardware guides highlight SSD durability advantages over traditional magnetic storage.
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A forensic scientist is examining a computer for possible evidence of a cybercrime.

Why should the forensic scientist copy files at the bit level instead of the OS level when copying files from the computer to a forensic
computer?

A. Copying files at the OS level fails to copy deleted files or slack space.

B. Copying files at the OS level will copy extra information that is unnecessary.
C. Copying files at the OS level takes too long to be practical.

D. Copying files at the OS level changes the timestamp of the files.

Ef#: A

TR

Comprehensive and Detailed Explanation From Exact Extract:

Bit-level (or bit-stream) copying captures every bit on the storage media, including files, deleted files, slack space (unused space
within a cluster), and unallocated space. This ensures all digital evidence, including artifacts not visible at the OS level, is preserved
for analysis.

* Copying at the OS level captures only allocated files visible in the file system, missing deleted files and slack space.

* Bit-level copying is a cornerstone of forensic best practices as specified m NIST SP 800-86 and SWGDE guidelines.

* Timestamp changes and unnecessary information issues are secondary concerns compared to the completeness of evidence.

HE #61
Which U.S. law crimmnalizes the act of knowingly using a misleading domain name with the intent to deceive a mnor into viewing
harmful material?

¢ A Electronic Communications Privacy Act (ECPA)

¢ B. Commumnications Assistance to Law Enforcement Act (CALEA)
e C.18US.C.2252B

e D. The Privacy Protection Act (PPA)

Ef#: C

fi .-

Comprehensive and Detailed Explanation From Exact Extract:

Title 18 U.S.C. § 2252B addresses the criminal offense of using misleading domain names with the intent to deceive minors into
accessing harmful material. This law specifically targets online behavior designed to exploit or expose minors to inappropriate
content.

* It is part of broader child protection statutes.

* Enforcement requires digital evidence linking domain misuse to the intent.

Reference:Federal statutes and legal frameworks on cybercrime emphasize the applicability of 18 U.S.C.

2252B in prosecuting online deception aimed at minors.

HH #62

An organization is determined to prevent data leakage through steganography. It has developed a workflow that all outgoing data
must pass through. The conmpany will implement a tool as part of the workflow to check for hidden data.

Which tool should be used to check for the existence of steganographically hidden data?

A. Data Doctor

B. Forensic Tookit (FTK)
C. Snow

D. MP3Stego

IEf: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Snow is a specialized steganalysis tool that detects and extracts hidden data encoded in whitespace characters within text files and
other mediuns. It is widely used in digital forensic investigations for detecting covert data hiding methods such as whitespace



steganography.
* Data Doctor is a general data recovery tool, not specialized in steganalysis.

* FTK is a general forensic suite, not specifically designed for steganography detection.

* MP3Stego is focused on audio steganography.

NIST and digital forensics literature recognize Snow as a valuable tool in workflows designed to detect hidden data in text or similar
carriers.

E#63
Which file stores local Windows passwords in the Windows\System32\ directory and is subject to being cracked by using a live
CD?

A. SAM
B. HAL

C. Ntidr
D. IPSec

IEf#E: A

Rt :

Comprehensive and Detailed Explanation From Exact Extract:

The SAM (Security Account Manager) file located in the Windows\System32\configdirectory stores hashed local user account
passwords. It can be accessed and extracted using a live CD or bootable forensic tool, which allows the forensic investigator to
bypass the running operating system and avoid altering the evidence.

* TPSec is related to network security policies, not password storage.

* HAL (Hardware Abstraction Layer) is a system file managing hardware interaction.

* Ntidr is a boot loader file in Windows NT systemns.

Cracking password hashes extracted from the SAM file is a common forensic practice to recover user passwords during
investigations.

ReferenceNIST Special Publication 800-86 and Windows forensic textbooks confirm that the SAM file is the repository of local
password hashes accessible via forensic live CDs or imaging.
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