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An administrator has configured the Palo Alto Networks NGFW's management interface to connect to the
internet through a dedicated path that does not traverse back through the NGFW itself.
Which configuration setting or step will allow the firewall to get automatic application signature updates?

A. A Threat Prevention license will need to be installed.
B. A Security policy rule will need to be configured to allow the update requests from the firewall to the
update servers.
C. A scheduler will need to be configured for application signatures.
D. A service route will need to be configured.

Answer: D

Explanation:
Explanation/Reference:
Explanation:
The firewall uses the service route to connect to the Update Server and checks for new content release
versions and, if there are updates available, displays them at the top of the list.
Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/device/device-
dynamic-updates

NEW QUESTION # 184 
A company.com wants to enable Application Override. Given the following screenshot:
Which two statements are true if Source and Destination traffic match the Application Override policy? (Choose two)

A. Traffic that matches "rtp-base" will bypass the App-ID and Content-ID engines.
B. Traffic utilizing UDP Port 16384 will bypass the App-ID and Content-ID engines.
C. Traffic will be forced to operate over UDP Port 16384.
D. Traffic utilizing UDP Port 16384 will now be identified as "rtp-base".

Answer: B,D

Explanation:
An application override policy is changes how the Palo Alto Networks firewall classifies network traffic into applications. An
application override with a custom application prevents the session from being processed by the App-ID engine, which is a Layer-7
inspection.
https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Create-an-Application-Override-Policy/ta-p/60044

NEW QUESTION # 185 
A user's traffic traversing a Palo Alto Networks NGFW sometimes can reach http://www.company.com. At other times the session
times out. The NGFW has been configured with a PBF rule that the user's traffic matches when it goes to http://www.company.com.
How can the firewall be configured automatically disable the PBF rule if the next hop goes down?

A. Enable and configure a Link Monitoring Profile for the external interface of the firewall.
B. Create and add a Monitor Profile with an action of Fail Over in the PBF rule in question.
C. Create and add a Monitor Profile with an action of Wait Recover in the PBF rule in question:.
D. Configure path monitoring for the next hop gateway on the default route in the virtual router.

Answer: B

Explanation:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClFiCAK

NEW QUESTION # 186 
Panorama is being used to upgrade the PAN-OS version on a pair of firewalls in an active/passive high availability (HA)
configuration. The Palo Alto Networks best practice upgrade steps have been completed in Panorama (Panorama upgraded,
backups made, content updates, and disabling "Preemptive" pushed), and the firewalls are ready for upgrade. What is the next best
step to minimize downtime and ensure a smooth transition?



A. Upgrade both HA peers at the same time using Panorama's "Group HA Peers" option to ensure version consistency
B. Perform the upgrade on the active firewall first while keeping the passive peer online to maintain failover capability
C. Suspend the active firewall, upgrade it first, and reboot to verify it comes back online before upgrading the passive peer
D. Upgrade only the passive peer first, reboot it, restore HA functionality, and then upgrade the active peer

Answer: C

NEW QUESTION # 187 
When configuring a GlobalProtect Portal, what is the purpose of specifying an Authentication Profile?

A. To enable user authentication to the Portal
B. To enable Gateway authentication to the Portal
C. To enable client machine authentication to the Portal
D. To enable Portal authentication to the Gateway

Answer: A

Explanation:
Explanation/Reference:
Explanation:
The additional options of Browser and Satellite enable you to specify the authentication profile to use for specific scenarios. Select
Browser to specify the authentication profile to use to authenticate a user accessing the portal from a web browser with the intent of
downloading the GlobalProtect agent (Windows and Mac). Select Satellite to specify the authentication profile to use to authenticate
the satellite.
Reference https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/globalprotect/ network-globalprotect-
portals

NEW QUESTION # 188
......
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