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Microsoft Security, Compliance, and Identity Fundamentals Sample
Questions (Q44-Q49):

NEW QUESTION # 44
‘What do you use to provide real-time integration between Azure Sentinel and another security source?

A. Azure AD Connect

B. Azure Information Protection
C. a Log Analytics workspace
D. a data connector

Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors
for Microsoft solutions, including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD,
Microsoft Defender for Identity, and Microsoft Cloud App Security, etc.

Reference:

httpsz/docs.microsoft.conven-us/azure/sentinel/overview

NEW QUESTION # 45
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Microsoft Secure Score in the Microsoft 365 security center can provide Q O
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoit Ee) O
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you @) Q
points if you address the improvement action by using a third-party
application or software.

Answer:
Explanation:
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points if you address the imptovement action by using a third-party
application or software.
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NEW QUESTION # 46
For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.
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Explanation:

An external email address can be used to authenticate self-service password reset (SSPR). # Yes A notification to the Microsoft
Authenticator app can be used to authenticate self-service password reset (SSPR). # Yes To perform self-service password reset
(SSPR), a user musst already be signed in and authenticated to Azure AD. # No For Microsoft Entra self-service password reset
(SSPR), users must regjster one or more authentication methods that can later be used when they forget their password or are
locked out. Microsoft's end-user guidance states that an email address option lets users configure "an alternate email address that
can be used without requiring your forgotten or missing password," and that this method is available only for password reset. In
practice, this alternate address is typically a personal or external email (for example, Gmail), so using an external email to
authenticate SSPR is valid.

SSPR can also use the Microsoft Authenticator app as an authentication method. Microsoft documents that Authenticator push
notifications, including number matching, are supported for several scenarios, explicitly listing self-service password reset (SSPR)
among them. This means a push notification to the app on the user' s device can be used to verify identity during SSPR.

Finally, SSPR is designed for situations where the user cannot sign in. Official SSPR process descriptions explain that users start
from the "Can't access your account?"' or password-reset page, provide their username, and then use their registered methods to
prove identity. They do not need to be already authenticated to Azure AD; SSPR exists precisely to recover access when sign-in
fails.

NEW QUESTION # 47
For each of the following statements, select Yes if the statement is true. Otherwise, select No.



NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Active Directary (Azure AD) is deplayed to.an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a (@] (@]
Microsoft 365 subscription.
Azure Active Directory (Azire AD)\dlddidentfy@nihccess o ')
mananamant cannra
Answer:
Explanation:
Answer Area | i icrocoft
Statements Yes No
Azure Active Directory (Azure AD) is deplayed 1o anan- i34 roh
premises environment. -
Azure Active Directory (Azure AD) is provided as part of a ;—O_; 0O
Microsoft 365 subscription. o
Azure Active Directory (Azure AD) is anidentity and access | O | 0
management service. T
Explanation
Graphical user interface, text, application, email Description automatically generated
Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure’/AD) is provided as part of a O O
Microsoft 365 subscription:
Azure Active Directory(Azure AD) is anidenfityland aceass- { {© @
management service. T T
Box 1: No
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes
Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365
subscription.
Box 3: Yes

Azre Active Directory (Azare AD) is a cloud-based user identity and authentication service.

NEW QUESTION # 48
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements
Azure Palicy supports automatic remediatian. O

Azure Palicy can beused to ensure that new resources adhere O
to corporate standards.

Compliance evaluation in Azure Policy occurs only when a O
targetresoutcei§ crédidddrmadified.

Answer:
Explanation:
Answer Area
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Azure Policy supports automatic remediation. i_o_' O
. et
Azure Policy can be used to ensure that new resources adhere | O O
to corporate standards. -
Compliance evaluation in.Azure Policy occurs only when a O O
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Explanation
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target resowrce is created or modified.

NEW QUESTION # 49
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