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CompTIA Security+ Certification Exam Sample Questions (Q297-Q302):

NEW QUESTION # 297
An enterprise is trying to limit outbound DNS traffic originating from its internal network. Outbound DNS requests will only be
allowed from one device with the IP address 10.50.10.25. Which of the following firewall ACLs will accomplish this goal?

e A Access list outbound permit 0.0.0.0/0 10.50.10.25 32 port 53 Access list outbound deny 0.0.0.0 0
0.0.0.0/0 port 53

¢ B. Access list outbound permit 10.50.10.25 32 0.0.0.0/0 port 53 Access list outbound deny
0.0.0.0.0.0.0.0.0/0 port 53

e C. Access list outbound permit 0.0.0.0 0 0.0.0.0/0 port 53 Access list outbound deny 10.50.10.25 32
0.0.0.0/0 port 53

e D. Access list outbound permit 0.0.0.0 0 0.0.0.0/0 port 53 Access list outbound deny 0.0.0.0/0 10.50.10.25
32 port 53
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Answer: B

Explanation:

Explanation

The correct answer is D because it allows only the device with the [P address 10.50.10.25 to send outbound DNS requests on port
53, and denies all other devices from doing so. The other options are incorrect because they either allow all devices to send
outbound DN requests (A and C), or they allow no devices to send outbound DNS requests (B). References = You can learn
more about firewall ACLs and DNS in the following resources:

CompTIA Security+ SY0-701 Certification Study Guide, Chapter 4: Network Securityl Professor Messer's CompTIA SY0-701
Security+ Training Course, Section 3.2: Firewall Rules2 TOTAL: CompTIA Security+ Cert (SY0-701) | Udemy, Section 6:
Network Security, Lecture 28:

Firewall Rules3

NEW QUESTION # 298
Which of the following tools can assist with detecting an employee who has accidentally emailed a file containing a customer's PI1?

A.DLP

B. Net Flow
C. SCAP
D. Antivirus

Answer: A

Explanation:

DLP stands for Data Loss Prevention, which is a tool that can assist with detecting and preventing the unauthorized transmission or
leakage of sensitive data, such as a customer's PII (Personally Identifiable Information). DLP can monitor, filter, and block data in
motion (such as emnils), data at rest (such asfiles), and data in use (such as applications). DLP can also alert the sender, the
recipient, or the administrator of the data breach, and apply remediation actions, such as encryption, quarantine, or deletion. DLP
can help an organization comply with data protection regulations, such as GDPR, HIPAA, or PCI DSS, and protect its reputation
and assets. References = CompTIA Security+ Study Guide with over 500 Practice Test Questions:

Exam SY0-701, 9th Edition, Chapter 2, page 78. CompTIA Security+ SY0-701 Exam Objectives, Domain 2.5, page 11.

NEW QUESTION # 299

A security analyst receives an alert from a front-end web server connected to a database back end. The alert contains the following
logs:

Which of'the following attacks is occurring?

A. Buffer overflow
B. Replay

C. Injection

D. Brute-force

Answer: C

Explanation:
The log shows classic SQL injection techniques-tautology (1=1), comment ijection ('--), and a time-based payload
(dbms_lock.sleep(20)), all mdicative of an SQL mjection attack.

NEW QUESTION # 300
A company requires hard drives to be securely wiped before sending decommissioned systens to recycling,
Which of the following best describes this policy?

A. Enumeration
B. Destruction
C. Inventory
D. Sanitization

Answer: D



Explanation:

Sanitization is the process of removing sensitive data froma storage device or a system before it is disposed of or reused.
Sanitization can be done by using software tools or hardware devices that overwrite the data with random patterns or zeros, making
it unrecoverable. Sanitization is different from destruction, which is the physical damage of the storage device to render it unusable.
Sanitization is also different from enumeration, which is the identification of network resources or devices, and inventory, which is the
tracking of assets and their locations. The policy of securely wiping hard drives before sending decommissioned systemns to recycling
is an example of sanitization, as it ensures that no confidential data can be retrieved from the recycled devices. References = Secure
Data Destruction - SY0-601 CompTIA Security+ : 2.7, video at 1:

00; CompTIA Security+ SY0-701 Certification Study Guide, page 387.

NEW QUESTION # 301

A security analyst reviews web server logs and sees the following entries:

16.22.48.102 -- 26/April/2023 22:00:04.33 GET "http://www.databaselnfo.convindex. html/*" 200
16.22.48.102 -- 26/April2023 22:00:07.23 GET "http://www.databaselnfo.convindex.html'../"' 404
16.22.48.102 -- 26/April/2023 22:01:16.03 GET "http://www.databaselnfo.convindex.html/../images" 404
16.22.48.102 -- 26/April/2023 22:03:10.25 GET "http://www.databaselnfo.convindex.html../passwords" 404
16.22.48.102 -- 26/April2023 22:05:11.22 GET "https//www.databaselnfo.convindex.html'..
/storedSQLqueries" 404

Which of the following attacks is most likely being attempted?

A. Password spraying
B. SQL injection

C. Directory traversal
D. Denial of service

Answer: C

Explanation:

The log entries show repeated attempts to access directories using patterns such as ../, which is a common directory traversal attack
technique. Directory traversal (or path traversal) aims to access files and directories outside the web server's root directory by
manipulating file paths. The ../ sequence is used to move up one directory level, which attackers exploit to try and retrieve sensitive
files.

Reference:

CompTIA Security+ SY0-701 Official Study Guide, Domain 2.2: "Directory traversal attacks attempt to access files and directories
outside of the web root by manipulating the file path with ../ sequences." Exam Objectives 2.2: "Given a scenario, analyze potential
indicators associated with application attacks."

NEW QUESTION # 302
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