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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q18-Q23):

NEW QUESTION # 18
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer?
(Choose two.)

A. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

B. Make sure all endpoints are reachable by FortiAnalyzer.

C. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.
D. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.

Answer: C,D

Explanation:
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To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
effectively.

Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer Enabling device detection on
FortiGate allows it to recognize and log devices within the network, sending critical information about hosts that could be
compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at risk based on
suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level insights, which FortiAnalyzer uses
to populate the Compromised Hosts view.

Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer Web
filtering is crucial in identifying potentially compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

NEW QUESTION # 19
Which statement correctly describes one Difference between templates and reports?

A. Templates can be cloned, but reports cannot be cloned.

B. Template are mapped to device groups. while reports are mapped to ADOMs
C. Reports provide mora configuration options than templates

D. Reports support macros, but templates do not.

Answer: B

NEW QUESTION # 20
Exhibit. What can you conclude from this output?

A. There is not disk quota allocated to quarantining files.
B. The allocated disk quote to ADOMI is 3 GB.

C. Archive logs are using more space than analytic logs.
D. FGT B is the Security Fabric root.

Answer: B

Explanation:

The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Administrative Domains).

Here's a breakdown of key details:

Disk Quota for Quarantined Files:

The output includes columns labeled for used space in categories such as "logs," ""quarantine,”

"content," and "DB." For each device, the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota
allocated or utilized for quarantining files.

NEW QUESTION # 21
Youneed to move reports between two ADOMs.
‘Which two statements are true? (Choose two.)

A. The date and time will be appended to the original report name to avoid conflicts.
B. Youneed to convert the reports into templates first.

C. The ADOMs must be compatible types.

D. All charts and datasets associated with the report will be imported together.

Answer: C,D



Explanation:

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
FortiAnalyzer supports moving reporting content across ADOMs by importing/exporting reporting objects, but it enforces ADOM
compatibility. The study guide states: ""You can, however, import and export reports and charts ... into different ADOMs ..." and
explicitly requires that "Both ADOMs nusst be of the same type." This directly validates statement A.

For report dependencies, the study guide clarifies how datasets are handled during transfer. While ""You can't export templates and
datasets," it also explains that when you export a chart, "the associated dataset is exported with it, so when you import an exported
chart, the associated dataset is imported as well." Since reports are composed of charts (and charts depend on datasets), moving a
report between ADOM s entails moving its charts; when those charts are exported/imported, their datasets come with them. This
supports statement C based on the documented chart#dataset import/export behavior.

Statement D is not required because the study guide explicitly indicates you can "export and import reports" directly, and additionally
notes that on import "you can save the layout of the report as a template" (optional, not a prerequisite).

NEW QUESTION # 22

(Refer to the exhibit.
O Event < I I I I IEt iE [vcnt Type = Severity =
a B 56834764387462384.0rg (4) Unhandled OWeb Filter @ Critical
O Web traffic to C&C from 10.0.1.200 detected Unhandled ©Web Filter @ Critical

Which statement about the displayed event is correct? (Ehoose one answer))

A. The security event risk is considered open.
B. The risk source is isolated.

C. An incident was created from this event.
D. The security risk was escalated.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:

In the exhibit, the Event Status shown is Unhandled (Event Type: Web Filter; Severity: Critical). The FortiAnalyzer study guide
defines Unhandled events as events whose security risk has not been addressed and is therefore still active/open. Specifically, it
states: "Unhandled: The security risk is considered open." This directly matches option D.

The other options correspond to different statuses or actions:

* Isolated/Contained applies when the risk source is isolated (status Contained), not Unhandled.

* Escalated refers to events moved/raised for further action (status Escalated), not Unhandled.

* Whether an incident was created cannot be concluded solely from the status "Unhandled" in the exhibit; the study guide ties
incident creation to incident management workflows rather than equating

"Unhandled" with an incident being created.

NEW QUESTION # 23
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