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Refer to the exhibit.
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No matching log data for this report

The daily report for application usage shows an unusually high nuni;er of unknown applications by category. What are two possible

explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. Certificate nspection is not being used to scan application traffic.

C. The mline-CASB application control profile does not have application categories set to Monitor
D. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

IE%: A\ C

B #35

Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to

access the internet.
‘Which deployment should they use to secure their internet access with minimal configuration?

e A. Deploy SD-WAN on-ramp to secure internet access.
¢ B. Deploy FortiGate as a LAN extension to secure internet access.
e (. Deploy FortiAP to secure internet access.



¢ D. Deploy FortiClient endpoint agent to secure internet access.
EfE: C
A -

Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, eliminating the need for endpoint installation or complex setup.

M #36
Which feature should be prioritized when configuring dashboards in FortiSASE for monitoring network traffic?

A. Historical bandwidth usage

B. User access logs

C. Real-time traffic flow

D. Comparative analysis of past and present data

Ef: C

B #37

A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.

In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
B. Configure ZTNA tags on FortiGate.

C. Configure private access policies on FortiSASE with ZTNA.

D. Sync ZTNA tags from FortiSASE to FortiGate.

E. Configure ZTNA servers and ZTNA policies on FortiGate.

iIFf#: A. B. E

R :

To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:

Configure ZTNA tags on FortiGate (Option A):

ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.

Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):

FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.

Configure ZTNA servers and ZTNA policies on FortiGate (Option C):

To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, inspected, and controlled based on device posture and user identity.
Here's why the other options are incorrect:

D . Configure private access policies on FortiSASE with ZTNA: While FortiSASE supports ZTNA, the requirement specifies that
TCP traffic must be processed by FortiGate. Configuring private access policies on FortiSASE would route traffic through
FortiSASE instead of FortiGate, which does not meet the stated requirements.

E . Sync ZTNA tags from FortiSASE to FortiGate: Synchronizing ZTNA tags is unnecessary in this scenario because the focus is on
FortiGate processing the traffic. The tags can be directly configured on FortiGate without nvolving FortiSASE.

Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Deployment FortiGate Administration Guide -
ZTNA Configuration

R #38
‘When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?



A IS-IS
B. EIGRP
C. OSPF
D. BGP

H
B

: D

R -

‘When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).

BGP (Border Gateway Protocol):

BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.

It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.

Routing Adjacency:

BGP enables the exchange of routing information between FortiSASE and the FortiGate SD-WAN hub.

This ensures optimal routing paths and efficient traffic management across the hybrid network.

FortiOS 7.2 Administration Guide: Provides information on configuring BGP for SD-WAN integration.

FortiSASE 23.2 Documentation: Details on setting up routing adjacencies using BGP for Secure Private Access with SD-WAN.
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