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GIAC Forensics Examiner Practice Test GCFE Prüfungsfragen mit Lösungen
(Q13-Q18):
13. Frage 
Which of the following are critical artifacts for tracking user access to files in cloud storage applications like Dropbox and Google
Drive?
(Choose two)
Response:

A. User profile databases
B. Sync logs
C. Version history
D. Trash or recycle bin
E. Configuration files

Antwort: B,C
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14. Frage 
What is the importance of the 'Last Access Time' timestamp in the context of forensic investigations? (Choose Two)

A. It records the last system update
B. It shows the last time a file was accessed, helping to establish a timeline of user activity
C. It can indicate potential tampering with evidence
D. It details changes in file permissions

Antwort: B,C

15. Frage 
In forensic investigations, why is the analysis of 'temporary files' crucial?
Response:

A. They track changes in hardware configurations.
B. They provide a log of installed network drivers.
C. They can contain remnants of important documents and emails that were not saved permanently.
D. They monitor the installation of new software patches.

Antwort: C

16. Frage 
How can an analyst use 'DNS logs' from Windows event logs to track malicious activity?

A. By identifying unusual patterns of DNS queries, which may suggest phishing or malware communication.
B. By monitoring changes to network configurations.
C. By tracking the frequency of application updates.
D. By listing all connected USB devices.

Antwort: A

17. Frage 
Which of the following browser artifacts can help identify the websites visited by a user?

A. Network configuration files
B. Places.sqlite
C. Security certificates
D. Firewall settings

Antwort: B

18. Frage
......
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