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CrowdStrike CCFA-200b Exam Syllabus Topics:

Topic Details

Topic 1
User Management: This domain covers determining appropriate roles for console access, creating and
assigning roles with specific permissions, and managing API keys for platform access.

Topic 2
Workflows: This domain focuses on configuring automated workflows that execute predefined actions
when specific triggers or conditions are met.

Topic 3
Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.
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Topic 4
Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors
and their retention, and utilizing relevant management reports.

Topic 5
Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
following best practices for managing host group structures.

Topic 6
Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.

Topic 7
Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating
systems.

CrowdStrike Falcon Administrator Sample Questions (Q51-Q56):
NEW QUESTION # 51 
Using Host setup and management inside the Falcon Console, how can you display sensors in Reduced Functionality Mode (RFM)?

A. From Host status, filter for RFM
B. From Host management, filter for RFM
C. From Sensor health, sort using the column heading: Sensor status
D. From Sensor status, click on the widget: RFM

Answer: D

NEW QUESTION # 52 
If you are not able to update your Falcon sensors on a regular basis, what is the maximum recommended aging period before
updating your sensors?

A. There is no maximum aging period
B. 90 days
C. 60 days
D. 7 days

Answer: B

NEW QUESTION # 53 
You have an existing workflow that is triggered on a critical detection that sends an email to the escalation team. Your CISO has
asked to also be notified via email with a customized message.
What is the best way to update the workflow?

A. Add a parallel action to send a custom email to your CISO
B. Add the CISO's email to the existing action
C. Add a sequential action to send a custom email to your CISO
D. Clone the workflow and replace the existing email with your CISO's email

Answer: A

Explanation:
The best way to update the workflow is to add a parallel action to send a custom email to your CISO. A parallel action allows you
to perform multiple actions simultaneously when a workflow is triggered, without affecting the order or outcome of other actions. A
sequential action, on the other hand, requires one action to complete before another action can start. By adding a parallel action, you
can ensure that both the escalation team and your CISO receive an email notification as soon as possible.



NEW QUESTION # 54 
After Network Containing a host, your Incident Response team states they are unable to remotely connect to the host. Which of the
following would need to be configured to allow remote connections from specified IP's?

A. Response Policy
B. Containment Policy
C. Maintenance Token
D. IP Allowlist Management

Answer: D

Explanation:
The option that would need to be configured to allow remote connections from specified IP's after network containing a host is IP
Allowlist Management. IP Allowlist Management allows you to define a list of trusted IP addresses that can communicate with your
contained hosts. This way, you can isolate a host from the network while still allowing your incident response team or other
authorized parties to remotely connect to the host for investigation or remediation purposes.

NEW QUESTION # 55 
The Logon Activities Report includes all of the following information for a particular user EXCEPT
__________.

A. all hosts the user logged into
B. the last time the user's password was set
C. the account type for the user (e.g. Domain Administrator, Local User)
D. the logon type (e.g. interactive, service)

Answer: A

Explanation:
Checked in console, it returns only the last machine where the user logged on, so it will not return all the machines that the user was
logged on in the desired search.

NEW QUESTION # 56
......
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