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HH #50
‘Which Python library is often used for network traffic analysis and packet crafting in penetration tests?
Response:

A. Nmap
B. Pytest
C. Wireshark
D. Scapy
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H #51
When using the Sulley framework for fuzzing, which feature helps track the state of the fuzzing process?
Response:

A. Protocol injection

B. Fuzzing mutation

C. Code coverage mapping
D. Session tracking
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R #52
Which of the following memory protection mechanisis can detect and prevent a buffer overflow attack on the stack?
Response:

A. Process injection
B. Stack canaries

C. Buffer management
D. Heap protection
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HR #53

You are writing shellcode to spawn a shell on a Linux system. Which system call would you include in your shellcode to execute
/bin/sh?

Response:

A. fork()

B. execve("/birvsh", NULL, NULL)
C. read("/bin/sh", buffer)

D. write("/bin/sh")
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HM #54
‘Which tool is commonly used to interact with restricted Linux environments during client exploitation?
Response:

A. Metasploit
B. Netcat

C. SSH

D. Sudo
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