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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q64-Q69):

NEW QUESTION # 64
Refer to the exhibit.
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Review the exhibits to analyze the network topology, SSID settings, and firewall policies.

FortiGate is configured to use an external captive portal for authentication to grant access to a wireless network. During testing, it
was found that users attempting to connect to the SSID cannot access the captive portal login page.

‘What configuration change should be made to resolve this issue to allow users to access the captive portal?

A. A firewall policy allowing Guest SSID traffic to reach FortiAuthenticator and Windows AD.
B. Exclude FortiAuthenticator and Windows AD address objects from filtering,

C. Change the SSID security mode to WPA2-Enterprise for authentication.

D. Disable HTTPS redirection for the captive portal authentication page.

Answer: A

Explanation:

From the exhibits:

* SSID "Guest"

* Security mode:Open

* Captive Portal: Enabled, portal type Authentication # External

* External portal URL: https:/fac.trainingad. training. lab/guest (FortiAuthenticator)

* Exempt destinations/services:FortiAuthenticator and WindowsAD

* Firewall policy

* From theGuest interface/zonetoport! (Internet)

* Source user group:guest.portal(authenticated users)

The flow for anexternal captive portalis:

* Client associates to theopen Guest SSID.

* Client makes an HTTP(S) request.

* FortiGate intercepts and redirects the client to theexternal portal.

* Client must be able toreach FortiAuthenticator's IP(and AD if the portal needs it)before authentication.

In this setup:

* Theexempt destinationsetting tells the captive portal logicnot to require authenticationfor traffic going to FortiAuthenticator and
WindowsAD.

* However, there still must be a firewall policy that allows traffic from the Guest SSID subnet to those exempt destmations.
The existing firewall policy uses theguest.portal user groupas a source condition, which only matchesafter successful portal
authentication. Before login, the client has no user identity, so:

* Traffic from the unauthenticated Guest client # FortiAuthenticator isnot matchedby that policy.

* It hits theimplicit deny, so the browser never reaches the login page.

To fix this, the administrator must:

* Create or modify a firewall policy thatallows traffic from the Guest SSID subnet/mterface to FortiAuthenticator and WindowsAD
without requiring user authentication.

That is exactly what optionDdescribes.

Why the others are wrong;

* A. Change SSID security mode to WPA2-Enterprise- External captive portals are normally used with openSSIDs; WPA2-
Enterprise uses 802.1X, not captive portal.

* B. Disable HTTPS redirection- Redirection is required so users are sent to the portal; disabling it doesn't solve reachability.
* C. Exclude FortiAuthenticator and Windows AD from filtering- They're already listed asexempt destinationsin the SSID



configuration; the missing piece is thefirewall policy, not the exemption.

NEW QUESTION # 65

Connectivity tests are being performed on a newly configured VLAN. The VLAN is configured on a FortiSwitch device that is
managed by FortiGate. During testing, it is observed that devices within the VLAN can successfully ping FortiGate. and FortiGate
can also ping these devices.

Inter-VLAN commumication is working as expected. However, devices within the same VLAN are unable to commumnicate with
each other.

What could be causing this issue?

A. The FortiGate ARP table is missing entries.

B. Access VLAN is enabled on the VLAN.

C. The native VLAN configured on the ports is incorrect.
D. The FortiSwitch MAC address table is missing entries.

Answer: B

Explanation:

Observed behavior:

* Devices in the VLANCcan ping FortiGate# gateway reachability OK.

* FortiGatecan ping devicesin that VLAN # return path OK.

* Inter- VLAN routingworks # FortiGate's L3 and policies are fine.

* Devices in the same VLAN cannot ping each other# problem is on thel.2 switching plane, not L3.

On FortiSwitch (managed by FortiGate), there is a feature calledAccess VLAN(sometimes described in NAC

/dynamic segmentation context):

* WhenAccess VLANis enabled on a VLAN, the switchdoes not perform normal L2 forwarding between hosts in that VLAN.
* Instead, all traffic from endpoints in that VLLAN isforced upstream to FortiGate, as if every frame were destined for the gateway.
* This is used for designs where you wantall intra- VLLAN traffic inspected by the firewall, implementing micro-segmentation.
Resulting behavior:

* Host # FortiGate: works (frames are forwarded to FortiGate).

* FortiGate # Host: works (routed back).

* Host A # Host B (same VLAN):

* Frame from A goes to FortiGate.

* FortiGate seessource and destination in same subnet; depending on policy, it may drop or not have a policy allowing that traffic.
* Even if allowed, certain designs still break pure 1.2 expectations.

In the exam scenario, the key point is:

IfAccess VLAN is enabled,local .2 commumication within that VLLAN is disabled, so hosts in the same VLAN cannot comnumicate
directly.

That perfectly explains:

* Same VLAN hosts can't ping each other

* But they can both reach FortiGate and beyond

Why the other options are less likely / incorrect

* B. FortiSwitch MAC address table is missing entries

* IfMAC table were empty/bad,nothingin that VLAN would work properly, including pinging FortiGate.

* C. FortiGate ARP table is missing entries

* Then FortiGate couldn't ping the devices either; but it can.

* D. Native VLAN misconfigured on ports

* That would affect connectivity to FortiGate too, not only host-to-host.

NEW QUESTION # 66
To assign a captive portal to a guest SSID, which CLI command is used on FortiGate?
Response:

A. set auth-type captive-portal
B. set portal-type guest

C. set security captive-portal

D. config wireless-controller vap

Answer: A



NEW QUESTION # 67
To view FortiAP debug logs in the CLI, which command is used?
Response:

A. debug controller-ap

B. diagnose debug enable — diagnose debug application cw_ac -1
C. diagnose wireless-controller wlac -¢

D. execute wireless ap debug start

Answer: B

NEW QUESTION # 68
Your office wants to set up a Wi-Finetwork for visitors. Your company would like to require them to log in for (racking purposes.
Which two types of captive portals could be enabled on an interface? (Choose two.)

A. Guest Pass Access

B. Authentication

C. Terns Acknowledgment Without Authentication
D. Email Notification Only

E. Disclaimer + Authentication

Answer: B,C

Explanation:

A FortiGate interface can operate with different types of captive portal modes.

The available portal types that require user interaction or login include:

#A. Terms Acknowledgment Without Authentication

* Forces users to accept terms before accessing the network

* No credentials required

* Still considered a captive portalCommon in guest Wi-Fi.

#E. Authentication

* Requires username/password

* Supports local users, RADIUS, LDAP, OAuth, etc.

Why the other options are incorrect

#B. Email Notification Only

Not a valid captive portal mode on FortiGate.

#C. Disclaimer + Authentication

This is not a selectable mode; disclaimers are part of the captive portal customization but not a standalone option.
#D. Guest Pass Access

Guest pass authentication exists onFortiAuthenticator, not as a direct portal type on FortiGate.

NEW QUESTION # 69
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