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¢ Testing and monitoring of a cybersecurity program: This domain assesses the abilities of Security Auditors
and Conpliance Officers in testing and monitoring the effectiveness of cybersecurity programs. Candidates
learn to design and conduct audits, continuous monitoring, performance measurement, and apply continual

Topic 1
P improvement practices to maintain NIS 2 Directive compliance.

¢ Communication and awareness: This section covers skills of Communication Officers and Training

Managers in developing and executing communication strategies and awareness programs. It emphasizes
Topic 2 fostering cybersecurity awareness across the organization and effective internal and external communication
during cybersecurity events or compliance activities.

¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and
Implementation Specialists focusing on how to initiate and plan the rollout of NIS 2 Directive requirements.
It includes using best practices and methodologies to align organizational processes and cybersecurity

Topic 3 . e
programs with the directive’s mandates.

o Cybersecurity controls, incident management, and crisis management: This domain focuses on Security
Operations Managers and Incident Response Coordinators and involves implementing cybersecurity
Topic 4 controls, managing incident response activities, and handling crisis situations. It ensures organizations are

prepared to prevent, detect, respond to, and recover from cybersecurity incidents effectively.

PECB Certified NIS 2 Directive Lead Implementer Sample Questions (Q69-
Q74):

NEW QUESTION # 69
Which of the following EU regulations addresses illegal content, transparent advertising, and disinformation in digital space?

e A Digital Services Act
¢ B. Digital Operational Resilience Act
¢ C. Digital Markets Act

Answer: A

NEW QUESTION # 70
Which of the following entities are excluded from the scope of the NIS 2 Directive?

¢ A Entities with only marginal relevance to the areas of national security, public security, defense, or law enforcement activities
e B. Regulatory entities
¢ C. Public administration entities involved in law enforcement activities

Answer: C

NEW QUESTION # 71
‘Which reporting method is best suited for presenting raw data in an easy-to-read format, including features like nested grouping,

rolling summaries, and dynamic drill-through or linking?

e A. Scorecards or strategic dashboards
e B. Reports
e C. Tactical and operational dashboards

Answer: B

NEW QUESTION # 72
What is the primary focus of cryptanalysis?



¢ A To analyze and breach secure communication
¢ B. To safeguard data
e C. To develop encryption keys

Answer: A

NEW QUESTION # 73
According to Article 20 of the NIS 2 Directive, what should members of management bodies of essential and important entities be
trained on?

e A Cybersecurity risk management practices
¢ B. Business development strategies
e C. Financial accounting principles

Answer: A

NEW QUESTION # 74
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