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At It-Tests, we strive hard to offer a comprehensive Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator NSE6_ SDW_AD-
7.6) exam questions preparation material bundle pack. The product available at It-Tests includes Fortinet NSE6_ SDW_AD-7.6
Real Dumps pdfand mock tests (desktop and web-based). Practice exams give an experience of taking the Fortinet NSE 6 - SD-
WAN 7.6 Enterprise Admmistrator (NSE6_SDW__AD-7.6) actual exam

Fortinet NSE6_ SDW_AD-7.6 Exam Syllabus Topics:

Topic Details

e Advanced IPsec: This section covers the deployment of advanced [Psec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and

Topic 1
o supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

¢ SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN

Topic 2 .. o
P connectivity to maintain reliable network performance.

¢ Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN

Topic 3
Pl Manager with overlay orchestration to simplify large-scale network management.

¢ SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on

Topic 4
opre implementing Performance SLLAs to monitor link quality and ensure applications use the best available path.

¢ Rules and routing; This section explains how to design and apply SD-WAN rules to control traffic steering
across mutltiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection

Topic 5 L
P and connectivity between networks.
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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q83-Q88):

NEW QUESTION # 83
Refer to the exhibit.

Session details

# diagnose sys session list

session info: proto=6 proto state=01 duration=39 expire=3593 timeout=3600
flags=00000000

socktype=0 sockport=0 av_idxe=0 use=4

state=may dirty npu

orgin->sink: org pre->post, reply pre->post dev=7->5/5->7 gwy=
10.10.10.1/10.9.31.160

hook=pre dir=org act=noop 10.9.31.160:7932->10.0.1.7:22(0.0.0.0:0)
hook=post dir=reply act=noop 10.0.1.7:22->10.9.31.160:75932(0.0.0.0:0)
pos/ (before, after) 0/(0,0), 0/ (0,0)

misc=0 policy id=1 auth_info=0 chk _client_info=0 vd=0
serial=00045e02 tos=ff/ff app_ list=0 app=0 url_cat=0

sdwan_mbr_seg=1 sdwan_servic_id=1

rpdb link id=800000000 rpdb svc_id=0 ngfwid=n/a

npu_state= x4000c00 Q

npu info: flag=0x81/0x81, offloa 1p5 ad=0/0, epid=64/76, ipid=
76/64, ts

vian=0x0000/0x0000 s

vliifid=76/649 tg i e) 000 in npu=1/1, out npu=1/1, fwd en=0/0,

gid=2/2

reflect 1nfo

dev=7->6/6->7

npu_state=0x4000800

npu info: flag=0x00/0x81, offload=0/8, ips_offload-0/0, epid-0/76, ipid=
0/65, vlan=0x0000/0x0000

v1ifid=0/65, vtag_in=0x0000/0x0000 in_npu=0/1, out_npu=0/1, fwd_en=0/0,
gid=0/2

total reflect session num: 1

total session 1

- rface list
S ETIRET
L 1 1 J

if=portl family=00 type=1 index=5 mtu=1500 link=0 master=0
if=port2 family=00 type=1l index=6 mtu=1500 link=0 master=0
if=port3 family=00 type=1 index=7 mtu=1500 link=0 master=0

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate device that supports
hardware offloading,
Based on the nformation shown in the exhibits, which two conclusions can you draw? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. By default, FortiGate offloads symmetric and asymmetric flows.

D. The original direction of the symmetric traffic flows from port3 to port2.

Answer: A,D

Explanation:
The session details show the symmetric flow's original direction as port3 # port2.




The asymmetric flow's reply direction is listed as port2 # port3.

NEW QUESTION # 84
Refer to the exhibit.
Seftings Info
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You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers Facebook and
Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
‘What should you do to set Facebook and LinkedIn as destinations?

A. Enable the applications as destinations of the SD-WAN rule feature visibility.

B. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
C. In the Internet service field, select Facebook and LinkedIn.

D. Install a license to allow applications as destinations of SD-WAN rules.

Answer: C

Explanation:

In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries.

Facebook and LinkedIn are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field
under Destination. This ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

NEW QUESTION # 85
Refer to the exhibits.



SD-WAN Zones

+ Create Mew~ | [# | Where Search... ® T

D+ Interface = Gateway = Cost = Priority = Status = Installation Target = E

& virtual-wan-link

(]

(]

O & underlay
0O |1

o 2 Eporti 0.0.00 0 1 & Enable
0 @&Hus1 & port2 0.0.00 0 1 @ Enable

1 Device in Total View Details >
B HUB1-VPN1 . 0000 0 1 © Enable

a
s

@ branch1_fgtfroot]

- EECEARTINET. °™ ;

Policy package configuration

B Name From To Source Destination Install On
@ Corp-SOT_BBLK(1/1 Total:1)

2 DIA CLAN Cunderlay = LAN-net call @ Installation Targets

3 To Hub-Overlay CILAN T HUB1-VPN1 @all @all @ Installation Targets
= Implicit(4/4 Total:1)

- ; 2 al all
4 Implicit Deny ~ any P R -If; l'h E Tg -
The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and the policy package
configuration.
‘When the administrator tries to mstall the configuration changes, FortiManager fails to commit.
‘What should the admmistrator do to fix the issue?

A. Configure HUBLI as the destination of policy 3.

B. Configure a normalized mterface for the [Psec tunnel HUB1-VPNI.

C. Configure both HUB1-VPN1 and HUBI-VPN2 as the destination of policy 3
D. Configure branchl_fgt as the installation target for policy 3.

Answer: A

Explanation:

Policy 3 points traffic To = HUB1-VPNI1, which is an SD-WAN member interface. In SD-WAN you must reference the SD-
WAN zone (the logical interface) in policies, not its member tunnels. Change the policy's To interface to the zone HUBI, and the
install will succeed.

NEW QUESTION # 86
Exhibit.
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Two hub-and-spoke groups are connected through redundant site-to-site [Psec VPNs between Hub 1 and Hub
2
Which two configuration settings are required for the spoke Al to establish an ADVPN shortcut with the spoke B2? (Choose two.)

A. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPN to spokes.
B. On hubs, auto-discovery-receiver must be enabled on the [Psec VPN to spokes.
C. On hubs, auto-diacovery-sender must be enabled on the [Psec VPN to spokes

D. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPN to hubs.

Answer: C,D

Explanation:

To allow spokes in different hub-and-spoke groups to establish ADVPN shortcuts, the hubs must be configured to forward and
send ADVPN shortcut offers. The key required settings on the hub are auto- discovery-forwarder (for VPN to hubs) and auto-
discovery-sender (for VPN to spokes). This ensures the hub can facilitate and advertise ADVPN shortcut offers between spokes.
References:

[FCSS SDW_AR-7.4 1-0.docx Q1]

Fortinet SD-WAN 7.4 ADVPN Guide (Auto-discovery settings for hub-and-spoke topologies)

NEW QUESTION # 87
(Refer to the exhibit. You noticed that one SD-WAN member went down and you immediately collected the session output shown
in the exhibit. What can you conclude from this output? Choose one answer.)

# diagnose sys session 1lis :
session info: proto=6 proto st=11 duration=90 expire=3511 timeout=3600
refresh dir=both flags=
socktype=0 av
origin-shaper=
class_id=0 ha_i=0 policy_dir=0 tunnel=/ vla
state=1log may dirty nn-f00 app valid rou
statisti(bytes/packets/allow _err):org=1995/ reply=1945/7/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bp bp; : 0/0
origin->sink: org pre->post, repl)& st dev=7~3/3->7 _192.2.0.2/0.0.0
hook=post dir=org act=snat 10 :54632->128.66.0.1:22(192.2.0.100:0
hook=>pre dir=reply act=dnat 0 1:22->192.2.0.100:58630(10.0.1.101
(pos/(before, after)/(0,0, Ok‘ .0))

dx=16335 ath_info=0 chk_ cuent info=0 vd=0

misc=0 policy_id=1
serial=000000c29 to ff app_list=2000 app=16060url_cat=0
sdwan_mbr_seq=1 sdwan'service id=4

rpdb_link_id=f0000004

no_offload_reason: redir-to-ips denied-by-nturbo

total session=1

¢ A FortiGate already reevaluated this session.



B. FortiGate flushed the gateway for the session.
C. FortiGate didn't receive any traffic related to this session after the interface went down.
D. FortiGate cannot reevaluate the session.

Answer: A

NEW QUESTION # 88
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