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H #43
A company uses AWS Organizations and has an SCP at the root that prevents sharing resources with external accounts. The
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company now needs to allow only the marketing account to share resources externally while preventing all other accounts from doing
so. All accounts are in the same OU. Which solution will meet these requirements?

A. Edit the SCP to include an Allow statement for the marketing account.

B. Create a new SCP in the marketing account to explicitly allow sharing.

C. Use a permissions boundary in the marketing account.

D. Edit the existing SCP to add a condition that excludes the marketing account.

Ef#: D
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Service control policies (SCPs) define the maximum available permissions for accounts and are evaluated as guardrails. AWS
Certified Security - Specialty documentation states SCPs are typically used to apply organization-wide restrictions, and exceptions
are commonly handled by using conditions (for example, excluding specific accounts) or by structuring OUs differently.

Because all accounts are in the same OU and the company must continue blocking external sharing for everyone except one
account, modifying the existing SCP to exclude the marketing account is the most direct solution. An SCP attached at the root
affects all accounts unless conditions narrow its scope. Adding a condition that excludes the marketing account allows that account
to retain the ability to share resources externally while the SCP continues to block sharing for other accounts. Option A is not
feasible because account-level SCPs cannot override a deny applied by a parent SCP; explicit denies always win. Option C
misunderstands SCP behavior because SCPs do not grant permissions; they only limit. Option D is an IAM control that cannot
override an organization-level deny. Therefore, the only secure, scalable option is to modify the existing SCP with an exception
condition for the marketing account.

HP #44

A company's application team needs a new AWS Key Management Service (AWS KMS) customer managed key to use with
Amazon S3. The company's security policy requires separate keys for different AWS services to limit security exposure. How can a
security engineer limit the KMS customer managed key to work with only Amazon S3?

¢ A. Configure the key policy to allow KMS actions only when the value for the kis:ViaService condition key matches the
Amazon S3 service name.

¢ B. Configure the application's IAM role policy to allow Amazon S3 to perform the iamxPassRole action.

e C. Configure the key policy to allow only Amazon S3 to perform the kmns:Encrypt action.

¢ D. Configure the application's IAM role policy to allow only S3 operations when the operations are combined with the KMS
customer managed key.

EfE: A
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AWS KMS provides condition keys that can be used to tightly scope how and where a customer managed key can be used.
According to the AWS Certified Security - Specialty Study Guide, the kis:ViaService condition key is specifically designed to
restrict key usage to requests that originate froma particular AWS service in a specific Region.

By configuring the key policy to allow KMS cryptographic operations only when kims:ViaService equals s3.
<region>.amazonaws.com, the security engineer ensures that the key can be used exclusively by Amazon S3. Even if other IAM
principals have permissions to use the key, the key cannot be used by other services such as Amazon EC2, Amazon RDS, or AWS
Lambda.

Option A is incorrect because AWS services do not assume identities in key policies. Options C and D modify IAM role policies,
which do not control how a KMS key is used by AWS services.

AWS documentation clearly states that service-level restrictions must be enforced at the KMS key policy level using condition keys.
This approach enforces strong separation of duties and limits blast radius, which aligns with AWS security best practices.

HH #45
A company must inventory sensitive data across all Amazon S3 buckets in all accounts froma single security account.

A. Use Amazon Inspector with Security Hub.

B. Delegate Amazon Macie and Security Hub administration.
C. Use Macie with Trusted Advisor.

D. Use Inspector with Trusted Advisor.
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Amazon Macie is the AWS service designed to discover and classify sensitive data in S3. Delegated admmistration enables
centralized visibility across an organization. Security Hub aggregates Macie findings for a single-pane-of-glass view.
Inspector does not scan S3 data. Trusted Advisor is not a sensitive data discovery tool.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon Macie Multi- Account Architecture

HA #46

A company that uses AWS Organizations is using AWS IAM Identity Center to administer access to AWS accounts. A security
engineer is creating a custom permission set in JAM Identity Center.

The company will use the permission set across multiple accounts. An AWS managed policy and a customer managed policy are
attached to the permission set. The security engineer has full administrative permissions and is operating in the management account.
When the security engineer attempts to assign the permission set to an [AM Identity Center user who has access to muiltiple
accounts, the assignment fails.

‘What should the security engineer do to resolve this failure?

¢ A. Remove either the AWS managed policy or the customer managed policy from the permission set. Create a second
permission set that includes the removed policy. Apply the permission sets separately to the user.

¢ B. Evaluate the logic of the AWS managed policy and the customer managed policy. Resolve any policy conflicts in the
permission set before deployment.

e (. Create the customer managed policy in every account where the permission set is assigned. Give the customer managed
policy the same name and same permissions in each account.

¢ D. Do not add the new permission set to the user. Instead, edit the user's existing permission set to include the AWS managed
policy and the customer managed policy.

Ef#: C

BRI :

AWS TAM Identity Center permission sets that include customer managed policies require those policies to exist in each target
account. According to the AWS Certified Security - Specialty Study Guide, customer managed policies are account-scoped and are
not automatically propagated across accounts by Identity Center.

When assigning a permission set across multiple accounts, Identity Center attempts to attach the referenced customer managed
policy in each account. Ifthe policy does not exist, the assignment fails. Creating the same customer managed policy with identical
name and permissions in every target account resolves the issue.

Option B increases conplexity. Option C does not address the root cause. Option D violates Identity Center management best
practices.

AWS documentation clearly states that customer managed policies must be present in all accounts where permission sets are
applied.

H #47

A public subnet contains two Amazon EC2 instances. The subnet has a custom network ACL. A security engineer is designing a
solution to improve the subnet security. The solution must allow outbound traffic to an internet service that uses TLS through port
443, The solution also must deny inbound traffic that is destined for MySQL port 3306.

Which network ACL rule set meets these requirements?

e A. Use mbound rule 100 to allow traffic on TCP port 443. Use inbound rule 200 to deny traffic on TCP port 3306. Use
outbound rule 100 to allow traffic on TCP port 443.

e B. Use inbound rule 100 to deny traffic on TCP port 3306. Use inbound rule 200 to allow traffic on TCP port 443. Use
outbound rule 100 to allow traffic on TCP port 443.

e (. Use inbound rule 100 to deny traffic on TCP port 3306. Use inbound rule 200 to allow traffic on TCP port range 1024-
65535. Use outbound rule 100 to allow traffic on TCP port 443.

e D. Use mbound rule 100 to allow traffic on TCP port range 1024-65535. Use inbound rule 200 to deny traffic on TCP port
3306. Use outbound rule 100 to allow traffic on TCP port 443.

IEfE: C
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Network ACLs arestateless, so you must allow both the outbound request and the inboundreturn traffic. For outbound TLS to an



internet service on TCP443, you need an outbound allow rule permitting destination port

443. The return traffic from the internet service will come back to the instance'sephemeral port(typically in the range 1024-65535)
on the inbound path. Therefore, you must allow inbound TCP traffic on the ephemeral port range to support established outbound
comnections.

At the same time, the requirement is todeny inbound MySQL (TCP 3306). Because NACLs process rules in order (lowest rule
number first), placing an explicit deny for port 3306 as a low-numbered inbound rule ensures that traffic destined for MySQL is
blocked even if there are broader allow rules later.

Option B does exactly this: it denies inbound TCP 3306 first, then allows inbound ephemeral ports for return traffic, and allows
outbound TCP 443. Option A/D incorrectly allow inbound 443 (not needed for outbound- only TLS) and fail to explicitly allow
ephemeral return traffic correctly. Option C allows ephemeral inbound first, and then denies 3306 later; while 3306 is not in the
ephemeral range, B is the clean, canonical ordering and matches the intended stateless-return-traffic pattern most directly.

B #48
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