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¢ Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
FE 1 output, and determining whether services are listening on specific ports.

o Identify configured system services: This domain covers verifying proper configuration of essential services
FE2 including DNS, NTP, SNMP, and syslog.

¢ Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
FRE3 for software and platform upgrades and strategies to minimize downtime during upgrades.

e Identify and report current device status: This domain covers monitoring BIG-IP operational status through
LEE 4 LCD panels, dashboards, Network Map, GUI
e TMSH commands, and checking high availability states.

List which log files could be used to find events and

or hardware issues: This section teaches identification of key log files (

var

log

Itm, secure, audit), understanding event severity levels, and interpreting log messages.
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R #10

New Syslog servers have been deployed in an organization. The BIG-IP Administrator must reconfigure the BIG-IP system to send
log messages to these servers.

In which location in the Configuration Utility can the BIG-IP Administrator make the needed configuration changes to accomplish
this? (Choose one answer)

A. System> Logs > Audit

B. System> Logs > Configuration

C. System> Configuration > Local Traffic
D. System> Configuration > Device

EX: B

R A«

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:

On a BIG-IP system, remote syslog server configuration is managed through the logging configuration framework. In the
Configuration Utility, this is accessed via:

System > Logs > Configuration

This section allows the administrator to:

Define remote syslog destinations

Configure log publishers

Control which log types (system, audit, LTM, ASM, etc.) are forwarded to external syslog servers Why the other options are
mncorrect:

A . System> Configuration > Local Traffic

Used for traffic management settings, not logging.

C . System> Logs > Audit

Displays audit log settings and content but does not configure remote syslog destinations.

D . System> Configuration > Device

Used for device-level settings such as hostname and platform configuration, not logging.

Therefore, the correct location to reconfigure BIG-IP to send logs to new syslog servers is System > Logs > Configuration.



R #11
What are the recommended methods for forcing a BIG-IP system to standby mode? (Choose two answers)

A. Active BIG-IP: CLI > tirsh run /sys failover standby

B. Active BIG-IP: Configuration Utility > Device Management > Devices > Local Device (Self) > Force to Standby

C. Active BIG-IP: Configuration Utility > Device Management > Traffic Groups > Local Device (Self) > Force to Standby
D. Active BIG-IP: CLI > tirsh run /sys failover device standby

EX: BD

iR B B «

BIG-IP provides two supported and documented methods to manually force a device into standby state in a high-availability (HA)
configuration:

* CLI method (A):

* tmsh run /sys failover device standby

This is the correct and supported TMSH command to force the local device to transition from active to standby.

* Configuration Utility method (B):Navigating to Device Management > Devices > Local Device (Self) and selecting Force to
Standby performs the same operation through the GUI and is fully supported.

Why the other options are incorrect:

* C 1s incorrect: Traffic Groups do not provide a "Force to Standby" option for the local device; traffic groups are used to manage
which device owns specific traffic, not to force device-level failover.

* D is incorrect: tsh run /sys failover standby is not a valid TMSH command. The correct syntax requires device standby.

Thus, the correct answers are A and B.

R RE #12
A BIG-IP Administrator needs to fall over the active device. The administrator logs into the Configuration Utility and navigates to
Device Management > Traffic Group. However, "Force to Standby" is greyed out. What is causing this issue?

A. The BIG-IP Administrator is on the Standby Device

B. The BIG-IP Admnistrator is logged in as root

C. The BIG-IP Admunistrator is logged in as administrator

D. The BIG-IP Administrator is NOT logged into command line to tail over

ER: A

e

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: In a High
Availability parr, the "Force to Standby" action is a Control Plane command used to trigger a manual failover. This option is only
logical and available on the device that is currently in the Active state. If the button is greyed out, it indicates that the administrator is
already logged into the Standby unit, which has no active traffic groups to relinquish.

FIRE #13
The BIG-IP Administrator generates a gkview using "qkview -s0" and needs to transfer the output file via SCP. Which directory
contains the output file?

A. Nar/log
B. /var/local
C. /var/tmp
D. /var/contig

ZER: C

f R A -

A QKView is a comprehensive snapshot of the device's Control Plane state, configuration, and logs used for troubleshooting. By
default, the gkview utility stores its generated output file in the /var/tmp/ directory.

Administrators must know this path to retrieve the file for upload to F5 iHealth or Support.

R E #14



Which log file should the BIG-IP Admunistrator check to determine if a specific user tried to log in to the BIG-IP Configuration
Utility? (Choose one answer)

A. /var/log/httpd

B. ~var/log/tm

C. N~ar/loglpam/tallylog
D. /var/log/secure

ZEX: D

R -

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:

On BIG-IP systers, all authentication attempts for administrative access-including logins to the Configuration Utility (GUI)-are
logged in /var/log/secure. This log file records:

Successful and failed login attempts

The username used

The authentication method (local, LDAP, RADIUS, etc.)

Access denials and PAM authentication errors

Why the other options are incorrect:

/var/log/pamvtallylog tracks account lockouts and failed attempt counters, not detailed login attempts.

/var/log/ltm logs trafic management events, not administrative authentication.

Nvar/log/httpd logs web server activity but does not record authentication success or failure for BIG-IP administrative users.
Therefore, the correct log file to verify whether a user attempted to log in to the BIG-IP Configuration Utility is /var/log/secure.

FIRE #15
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