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M #324

A systerms engineer overseeing the integration of data from various sources through data pipelines into Cortex XSIAM notices
modifications occurring during the ingestion process, and these modifications reduce the accuracy of threat detection and response.
The engineer needs to assess the risks associated with the pre- ingestion data modifications and develop effective solutions for data
integrity and system efficacy.

Which set of steps must be followed to meet these goals?

¢ A Design a hybrid approach for critical data fields to be safeguarded against modifications during ingestion, while less critical
data fields undergo allowable modifications that are rectified post-ingestion by using XDM to balance performance with data
integrity.

¢ B. Establish a process to minimize data modifications during ingestion, prioritizing raw data capture and using XDM post-
ingestion for necessary transformations and integrity checks.

e C. Implement a pre-ingestion data validation process that aligns with the post-ingestion standards set by XDM, ensuring data
consistency and integrity before it enters Cortex XSIAM.

¢ D. Develop an advanced monitoring system to track and log all changes made to data during ingestion, and use analytics to
compare pre- and post-ingestion states based on XDM to identify and mitigate discrepancies.

Ef#: B

A -

The best approach is to minimize data modifications during ingestion, prioritizing raw data capture to preserve accuracy. Then, apply
XDM (XSIAM Data Model) transformations and integrity checks post- ingestion. This ensures that threat detection and response
are based on unaltered, high-fidelity data while still enabling normalization and enrichiment after ingestion.

ER #325
A large enterprise is migrating its legacy SIEM data into Palo Alto Networks XSIAM. The original SIEM data schema is highly
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denormalized, leading to redundant information and inefficient querying for threat hunting. To optimize content and improve query
performance, a data normalization strategy is critical. Which of the following data modeling rules, when applied within XSIAM's
content optimization framework, would be most effective in achieving Third Normal Form (3NF) for event data, specifically for a
"Login Event' dataset?

¢ A Store all'login_attempts' for a user within a nested array directly inside the 'user profile' field to maintain contextual
integrity.

¢ B. Ensure that 'login_type' (e.g,, 'SSO', "Local, 'VPN'") is directly dependent only on the 'event _id' and not on any other non-
key attributes like 'source ip'.

¢ C. Apply a rule to automatically normalize 'country code' and 'city' from 'source ip' using an external geo-IP database,
storing them as separate attributes.

¢ D. Create a separate lookup table for 'device _info' containing 'device id', 'device name', 'os_version!, and 'device_owner’,
and link it to the main 'Login Event' table via 'device id'.

¢ E. Consolidate 'user_id', 'username', 'email, and 'department’ into a single 'user_profile' field using a JSON object to minimize
join operations.

Ef#: D
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To achieve 3NF, transitive dependencies must be elimnated. Option C directly addresses this by creating a separate table (or in
XSIAM's context, a separate dataset or normalized entity) for device information. This ensures that 'device name', 'os_version', and
'device_owner' are dependent on 'device id' (a primary key in the 'device_info' entity) and not transitively dependent on the primary
key of the 'Login Event' table via a non-key attribute. Option B describes 2NF, not strictly 3NF. Option A and D describe
denormalization or semi-structured approaches that might be useful for performance in some NoSQL contexts but contradict the
goal of 3NF for relational-like efficiency. Option E is about data enrichiment, not normalization of existing schena attributes to higher
forms.

H R #326

Consider an XSIAM environment where a custom application, crucial for business operations, resides on an endpoint with stringent
network egress policies (only allowing specific ports/protocols to whitelisted destinations). This application generates unique security
events that need to be ingested by XSIAM. The Cortex XDR agent is already deployed on the endpoint, but the application's logs
are not part of the standard XDR telemetry. How would an XSIAM engineer reliably and securely onboard these custom
application logs, ensuring compliance with network egress policies, and making them available for correlation with other endpoint
and network data?

e A Implement an XSIAM HTTP Event Collector (HEC) on a dedicated server in the DMZ. Configure the application to send
logs to the HEC via HTTPS, and whitelist the HEC server’s IP and port in the egress policy.

¢ B. Configure the custom application to send its logs via syslog directly to an XSIAM Broker VM. Ensure the Broker VM's
IP and syslog port are whitelisted in the endpoint's egress policy.

e C. Develop a custom script on the endpoint that reads the application logs and pushes themto a local HTTP endpoint. A
separate service on the XSIAM Broker VM would then pull these logs via HTTR

¢ D. Export the application logs daily to a shared network drive, and then use a separate XSIAM Data Collector deployed in
the network to periodically ingest these files.

e E. Modify the XDR agent configuration to include the custom application log file path for collection. The XDR agent will then
automatically forward these logs securely through its existing comnmumication channels to XSIAM.

IEf#: B. E

AR

This question seeks methods for ingesting custom application logs firom a highly restricted endpoint into XSIAM, leveraging existing
Palo Alto Networks components or standard secure methods. Option A (Correct): The Cortex XDR agent has a feature to collect
custom log files. By modifying the XDR agent configuration to include the path to the custom application's log files, the agent can
ingest these logs. The XDR agent already has established and secure communication channels (typically HTTPS) to the Cortex
XDR/XSIAM cloud, which would likely already be whitelisted by the endpoint's egress policy. This is the most integrated and often
simplest solution as it reuses existing infrastructure and secure channels. Option B (Correct): Configuring the custom application (or a
local log forwarder like rsyslog/syslog-ng on the endpoint) to send syslog data to an XSIAM Broker VM is a viable and common
method for ingesting diverse logs from on-premise sources. The Broker VM acts as a secure intermediary. The crucial part here is
ensuring the Broker VM's IP address and the specific syslog port (e.g., UDP 514 or TCP 601) are explicitly whitelisted in the
endpoint's network egress policy. This respects the security constraints while enabling ingestion. Option C: This introduces
unnecessary complexity with a custom HTTP endpoint and a pulling mechanism, when more direct methods exist. Option D: Daily



export introduces significant latency, which is undesirable for security events requiring real-time correlation. Option E: While an HEC
can work, setting up a dedicated server in the DMZ specifically for one application's logs might be overkill, especially when the
XDR agent or Broker VM offers more integrated solutions. Also, the endpoint would still need to egress to the DMZ HEC.

HA #327

An XSIAM playbook integrated with an internal CMDB via a custom integration is consistently failing on an action that updates a
CMDB entry. The playbook logs show a 403 Forbidden error from the CMDB API. The XSIAM integration configuration uses

client certificate authentication for the CMDB. You have verified that the client certificate is valid and not expired, and the CMDB
endpoint is reachable. Which two factors are most likely contributing to this '403 Forbidden' error?

¢ A. The Common Name (CN) or Subject Alternative Name (SAN) of the client certificate used by XSIAM is not whitelisted
or recognized by the CMD

¢ B. The custom integration's Python code contains an error in the request header, such as a missing 'Content-Type' or
incorrect 'Accept’ header.

¢ (. The XSIAM 'Automation’ service account lacks the necessary RBAC permissions within the XSIAM tenant to execute
the CMDB update action.

e D. The client certificate is being used correctly, but the specific CMDB API key or user associated with it lacks permissions
for the update operation within the CMDB itself.

e E. The CMDB server's certificate is not trusted by the XSIAM integration's underlying environment.

Ef#: A. D
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A '403 Forbidden' error typically indicates that the request was understood by the server but the client is not authorized to perform
the action. When client certificate authentication is in play, the server (CMDB) validates the certificate itself. If the CNISAN of that
certificate isn't recognized or whitelisted on the CMDB side for access (B), it will return a 403. Even if the certificate is technically
valid and trusted, the identity associated with it (often mapped to an internal user or role in the CMDB) might not have the necessary
permissions for that specific 'update' operation (E). Option A is incorrect because RBAC within XSIAM would typically prevent the
playbook from starting or reaching the external call, not result in a 403 from the external system. Option C is less likely to cause a
403; incorrect headers might cause a 400 Bad Request or a parsing error, but not necessarily forbidden. Option D (CMDB server
cert untrusted) would typically result in an SSL. handshake error, not a 403.

H R #328

A new regulatory requirement mandates the obfuscation of specific Personally Identifiable Information (PII) fields (e.g,,
'customer_ssn', 'patient_id") from logs originating from an application before they are stored in the XSIAM Data Lake. The raw logs
are in a custom XML format. Which XSIAM Data Flow operation(s) would be most suitable to extract these fields, apply
obfuscation, and ensure the obfuscated data is correctly indexed?

A. Option A
B. Option E
C. Option D
D. Option B
E. Option C

IEf#: A
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