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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q31-
Q36):
NEW QUESTION # 31 
Refer to the exhibit.
What is the purpose of this section of an Azure Bicep file?

A. To document the FortiOS versions in the resulting topology
B. To restrict which FortiOS versions are accepted for deployment
C. To indicate the correct FortiOS upgrade path after deployment
D. To add a comment with the permitted FortiOS versions that can be deployed

Answer: B

NEW QUESTION # 32 
Refer to the exhibit.
An experienced AWS administrator is creating a new virtual public cloud (VPC) flow log with the settings shown in the exhibit.
What is the purpose of this configuration?

A. To troubleshoot a log flow issue
B. To retain logs for a long term
C. To maximize the number of logs saved
D. To monitor logs in real time

Answer: B

NEW QUESTION # 33 
Refer to the exhibit. An administrator is trying to deploy a FortiGate VM in Microsoft Azure using Terraform. However, during the
configuration, the Azure client secret is no longer visible in the Azure portal.
How would the administrator obtain the Azure client secret to configure on Terraform?

A. Create a new client secret and take note of it.
B. Create a new Azure account and assign it the Administrator role.
C. Log in to the Azure CLI as a power user to obtain the client secret.
D. Use the Terraform output file values to obtain the client secret.
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Answer: A

Explanation:
In Azure, once a client secret is created, its value is only visible at creation time. If it is no longer visible, the administrator cannot
recover it. The correct step is to create a new client secret and securely record it for use with Terraform.

NEW QUESTION # 34 
Which statement about Transit Gateway (TGW) in Amazon Web Services (AWS) is true?

A. The TGW default route table cannot be disabled.
B. TGW can have multiple TGW route tables.
C. Both the TGW attachment and propagation must be in the same TGW route table.
D. A TGW attachment can be associated with multiple TGW route tables.

Answer: B

Explanation:
According to the FortiOS 7.6 AWS Administration Guide and the Fortinet Public Cloud Security 7.4 training materials regarding
centralized security inspection:
Multiple Route Tables (Option B): A single AWS Transit Gateway is designed to support multiple TGW route tables. By default,
there is a soft limit of 20 route tables per Transit Gateway, which allows administrators to implement sophisticated network
segmentation and granular routing policies. In a FortiGate- centric "Security Hub" or "Transit VPC" architecture, multiple route tables
are used to separate "Spoke" traffic from "Security" traffic, ensuring all inter-VPC traffic is forced through the FortiGate-VM for
inspection.
Associations and Propagations: * Association: Each individual TGW attachment (VPC, VPN, or Direct Connect) can be associated
with exactly one TGW route table at any given time. This table dictates where packets coming from that attachment will be sent.
Because of this 1:1 relationship, Option C is incorrect.
Propagation: An attachment can propagate its routes to one or many TGW route tables. This flexibility allows a VPC's prefix to be
known in multiple routing domains, meaning that association and propagation do not need to occur in the same table, making Option
A incorrect.
Default Route Table Management: When creating an AWS Transit Gateway, the options for "Default route table association" and
"Default route table propagation" are enabled by default, but they can be disabled during or after creation. Disabling these is a
security best practice when deploying FortiGate-VMs to prevent the TGW from automatically creating a "full-mesh" connectivity that
bypasses the firewall, making Option D incorrect.

NEW QUESTION # 35 
Refer to the exhibit. An experienced AWS administrator is creating a new Virtual Private Cloud (VPC) flow log with the settings
shown in the exhibit.
What is the purpose of this configuration?



A. To troubleshoot a log flow issue
B. To retain logs for a long term
C. To maximize the number of logs saved
D. To monitor logs in real time

Answer: B

Explanation:
In the exhibit, the destination is set to Amazon S3, which is typically used for long-term storage and retention of VPC flow logs.
CloudWatch or Data Firehose would be chosen for real-time monitoring or analysis, but S3 ensures the logs are retained cost-
effectively for long durations.

NEW QUESTION # 36
......
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