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- Manage Windows Server virtual machines (VMs)

¢ 1. Create and manage VM snapshots

o 2. Implement Azure Automation

¢ 3. Manage VMs with Windows Admin Center
¢ 4. Manage VMs with PowerShell

- Manage Windows Server in a hybrid environment

1. Manage Azure VMs rumning Windows Server
2. Implement Azure Arc for servers

3. Manage Windows Server with PowerShell

4. Manage Windows Server with Admin Center

Topic 1: Implement and manage an on-premises and hybrid ~ |15- - Manage and maintain an on-premises and hybrid AD DS
server infrastructure 20%  |infrastructure

1. Configure AD DS trusts

2. Implement identity federation

3. Manage Azure AD DS

4. Configure and manage Azre AD Connect

- Manage Windows Server by using domain-based Group
Policies

¢ 1. Implement Group Policy processing
o 2. Implement Group Policy settings
¢ 3. Implement Group Policy Preferences

- Manage Azure VM that run Windows Server

¢ 1. Manage Azure VM availability
e 2. Manage Azure VMs with Azire CLI
¢ 3. Manage Azuire VMs with PowerShell

- Create and manage containers

15 ¢ 1. Configure Docker
Topic 2: Manage virtual machines and containers 5 0;/ * 2. Manage container storage
° ¢ 3. Manage container networking

- Manage Hyper-V and guest virtual machines

¢ 1. Enable VM enhanced session mode
¢ 2. Manage VM checkpoints

e 3. Manage VHD/VHDX

¢ 4. Implement high availability for Hyper-V




Topic 3: Implement and manage on-premises and hybrid high
availability solutions

15-
20%

- Implement Storage Spaces Direct

¢ 1. Manage Storage Spaces Direct
o 2. Implement Storage Replica
¢ 3. Implement cluster sets

- Manage and maintain failover clustering

¢ 1. Implement cluster-aware updating
¢ 2. Implement node fairness

- Implement high availability and disaster recovery
solutions

1. Implement clustering

2. Manage failover clustering

3. Manage Azure Stack HCI

4. Tmplement Storage Spaces Direct

- Implement failover clustering

¢ 1. Manage failover clusters
e 2. Troubleshoot failover clusters
¢ 3. Implement workloads in failover clusters

Topic 4: Implement and manage an on-premises and hybrid
disaster recovery solution

10-
15%

- Manage backup and recovery for Windows Server

¢ 1. Manage Azure Backup
e 2. Implement Azure Site Recovery
¢ 3. Manage Windows Server Backup

- Protect workloads by using Hyper-V Replica

¢ 1. Configure Hyper-V Replica
e 2. Manage Hyper-V Replica

- Implement disaster recovery by using Azure Site
Recovery

¢ 1. Perform failover and failback
o 2. Configure Azure Site Recovery




- Secure a hybrid Active Directory (AD) infrastructure

1. Configure Windows LAPS

2. Configure password policies

3. Configure account lockout policies

4. Implement authentication policies

5. Implement privileged access management

- Secure Windows Server operating system

¢ 1. Implement Credential Guard

o 2. Implement Secure Boot, Trusted Platform
Module (TPM), and BitLocker

¢ 3. Configure and manage Windows Defender
Firewall

. . ) . 5. ¢ 4. Configure and manage exploit protection

Topic 5: Secure Windows Server on-premises and hybrid 30% e 5. Configure and manage Windows Defender

infrastructures ° Application Control

¢ 6. Configure and manage Microsoft Defender for
Endpoint

- Secure network infrastructure for hybrid workloads

e 1. Manage Windows Server with Admin Center
and PowerShell

o 2. Inmplement Azure Network Adapter

e 3. Implement DNS Security (DNSSEC)

- Identify and remediate Windows Server security issues

¢ 1. Implement Update Management
e 2. Monitor Windows Server
¢ 3. Analyze Windows Server event logs
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Using AZ-801 exam guide allows you to learn without any obstacles anytime and anywhere. All AZ-801 exam materials in the
platform include PDF, PC test engine, and APP test engine three modes. Among them, the PDF version of learing materials is easy
to download and print into a paper version for practice and easy to take notes; PC version of AZ-801 training torrent can imitate
real test environment and conduct time-limited testing, and the system will automatically score for you after the test; and APP version
of AZ-801 exam guide supports any electronic device.

Microsoft Configuring Windows Server Hybrid Advanced Services Sample
Questions (Q170-Q175):

NEW QUESTION # 170

You have an on-premises server named Server] that runs Windows Server, has the Web Server (IIS) server role installed, and
hosts an ASP.NET-based web app named Appl.

You have an Azure subscription that contains an Azire App Service app and an Azure container registry named ACRI.

You plan to migrate App1 to an App Service container by using Azure Migrate. The container image for App1 will be stored in
ACRI.

You need to ensure that the App Containerization tool can store the container for Appl in ACR1. The solution must follow the
principle of least privilege.

‘Which credential should the App Containerization tool use?

¢ A. aMicrosoft Entra service principal
e B. the admin user account of ACR1
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e (. a Microsoft Entra user
¢ D. a managed identity

Answer: A

Explanation:

Detailed Explanation

The Azure Migrate App Containerization tool needs an identity with just enough rights to push the built container image into ACRI,
and Microsoft ' s guidance for this scenario is to register a Microsoft Entra (Azure AD) application and use its service principal,
scoped to an ACR push/pull role such as AcrPush, as the credential the tool authenticates with. This follows least privilege because
the service principal can be limited to registry push operations only, unlike the ACR admin user account, which grants full
administrative control over the registry, or a Microsoft Entra user account or managed identity, which are either tied to a person or
not the mechanism the on-premises containerization tool uses to authenticate to Azure. A scoped service principal is therefore the
appropriate credential for the tool

Official Reference

ASP.NET app containerization and migration to AKS - https7/learn.microsoft.conven-us/azure/migrate/tutorial-app-
containerization-aspnet-kubernetes

NEW QUESTION # 171

You need to create a Hyper-V hyper-converged cluster that stores virtual machines by using Storage Spaces Owed Which three
actions should you perform in sequence? To answer, move the appropriate anions from the list of actions to the answer area and
arrange them in the correct order.

Actions

Enabile Storage Spaces Direct

Aga a Scale-Ount File Server for application role.

grpaten Dntnbuted File System [DFS e-"-!shr!

s=Mierosoft

file share

Create 8 volume

NEW QUESTION # 172
You have an on-premises server named Server] that runs Windows Server and contains the shares shown in the following table.

Ty

You have an Azure subscription named Subl that contains an Azure Storage Mover resource named Moverl and the storage
accounts shown in the following table.

Mame Kind Performance Hierarchical namespace
storagel | FileStorage Premiurm Not appiicabie
storage2 | StorageV2 Standard Enabled .,

The storage accounts contain the resources shown in the following table.



Name | Storage account [ gpesoTt
azsharel | storagel File share
azshare2 | storage File share
azcont1 Pstorage?l Blob container

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area .
e, mm Microsoft c,Od\ . -

L]

Share1 can be migrated to azshare1 by using Mover Q c’

Share2 can be migrated to azshareza@mw 1.

-
Share2 can be mlgrﬂeaonﬂ by using Mover1,

Answer:
Explanation:
Answer Area 1
Statements | M I C rO S Oft Yes No
Share1 can be migrated to azshare1 by using Movegt, m @
Share2 can be migrated to azshare2 by usipg Mover1, D
Share2 can be migrated to azcont Wby using Mover1. D
NEW QUESTION # 173

Your network contains an Active Directory Domain Services (AD DS) forest that has a Windows Server 2008 R2 forest functional
level. The forest contains the domains shown in the following table.

. ~ =
Name Operating system q functional level

contoso.com Windows Sepdear' 2016 Windows Server 2012 R2
east.contoso.com | Windows\Server 2019 Windows Server 2016

You need to perform an in-place upgrade of the domain controllers in east.contoso.com to Windows Server 2025. The solution
must minimize admmnistrative effort.
‘What should you do first?

A. Raise the domain finctional level of east.contoso.com to Windows Server 2025.
B. Raise the forest finctional level to Windows Server 2025.

C. Extend the schema.

D. Raise the domain finctional level of contoso.com to Windows Server 2016.

Answer: D

Explanation:

The first step is to raise the forest functional level to Windows Server 2016, and then raise the domain functional level of the
east.contoso.com domain to Windows Server 2016. Windows Server 2016 is the most recent functional level, and it supports
domain controllers ruming Windows Server 2025. You must have all domain controllers upgraded to the new operating system
before you can raise the functional level

Upgrade steps

Before you begin

*-> 1. Raise the forest finctional level to Windows Server 2016. This can be done using the Active Directory Domains and Trusts
console.

2. Raise the domain functional level for east.contoso.comto Windows Server 2025.

Note:



Windows Server functional level interoperability
The following interoperability matrix summarizes which Windows Server versions you can run as domain controllers for each

currently supported AD DS forest and domain functional level

Windows Server Windows Server 2025 Windows Server 2016 rWindows Server 2012 R2 9
version (DC) functional level functional level functional level
Windows Server 2025 Supported Supported 2 Not supported
Windows Server 2022 ¥ Not supported Supported Supported
Windows Server 2019 ¥ Not supported Supported Supported
Windows Server 2016 ¥ Not supported Supported Supported
Windows Server 2012 3 Not supported A N6supported Supported
R2
N .

Reference:
https://learn.microsoft.conven-us/windows-server/identity/ad-ds/active-directory-fimctional- levels

NEW QUESTION # 174

You have an on-premises server that runs Windows Server and has the Web Server (IIS) server role installed. The server hosts a
web app that connects to an on-premises Microsoft SQL Server database.

You plan to migrate the web app to an Azure App Services web app. The database will remain on-premises.

You need to ensure that the migrated web app can access the database.

‘What should you configure in Azure?

A. Azure Extended Network

B. an Azuire SQL managed instance
C. a Hybrid Connection

D. an on-premises data gateway

Answer: C

Explanation:
Reference:
httpsz/docs.microsoft.conven-us/azure/app-service/app-service-hybrid-connections

NEW QUESTION # 175

Successful people are those who never stop advancing, They are interested in new things and making efforts to achieve their goals. If
you still have dreams and never give up, you just need our AZ-801 actual test guide to broaden your horizons and enrich your
experience; Our AZ-801 question materials are designed to help ambitious people. The nature of human being is pursuing wealth
and happiness. Perhaps you still cannot make specific decisions. It doesn’t matter. We have the fiee trials of the AZ-801 Study
Materials for you. The initiative is in your own hands.
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