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e Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

FH 1 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
FH 2 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
FHM 3 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and

=X 4 applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.

Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using

Microsoft Purview.
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A2 #111
You have a Microsoft 365 ES subscription that contains the users shown in the following table.
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The subscription contains the groups shown in the following table.
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You plan to create a priority user group named Priority].

You need to identify the following:

. Which users and groups can be added to Priorityl?

. Which users can be enabled to view alerts that involve the members of Priority1?
‘What should you identify? To answer, select the appropriate options in the answer area.

EL R

¥ b sddad b Frasity) -
Uil andy
Can bie snabided bo wes alerty Phat swolve the rmemben of Craeb ) | a0 T, pere
Ui il Uil 2y
Wl w7t Grmsapd iy
Group | and Groupd onky

m Wlseed, Ubpee] mined Lbsged L

Ut Uhiwed, Ulpaed, Geonan !, el Grovupd

P v | —
“ e wrabled o vem alerts TRl swobor the atran of STees . | *]
Userl onby
Usar] amby
Lser! H'_:e'S:F
Bl \licroso
I c Uil §'f whed ut
e
ME.
—
@
A s m— Microsoft
b added to Proedy) -
User] anly
Can be anabled 1o wew slecty That voder the mamben of Prieetyl |11 snd Growp? oy
Uiar] wnd Ui ondy
U] acall Gronagd omdy
1
Group  an¥3riupl onty
) '
ot Ahrat Userl, Uger], and Liser on
| [Usert, Usesd, User3, Grows ), and Groupl
------ iasa bandeast ———— ——— — i —
Can be sriabled 10 v om slerts that owoboe the merrben of Sracegt [ -]l
Uszer! only
Usetd anby
Uzer) s Urard only
r“"_l:f sed Lierd ondy I
hlos .o m= =m -
Urer), Userl. and User)

Explanation:
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HAE #112
You have a Microsoft 365 subscription that has a retention label named Retentionl. The subscription contains the files shown in the
following table.

e Shorwd Y, ”"i"" = ca

You create an auto-labeling policy named Policy1 that will automatically apply Retention] as shown in the Auto-labeling policy
Exhibit. (Click the Auto-labeling policy tab.) You configure Policyl to apply Retention] as shown in the Locations exhibit. (Click the
Locations tab.) For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Assig icense
User1 Microsoft 365 E3
User2 Mierosoft 365 F3
e [“Microsoft 365 E5

You review the audit retention period of each user.
Which users' audit logs are retained for nine months?

e A. Userl, User2, and User3
e B. User3 only



e (. User2 and User3
e D. Userl and User3
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You have a Microsoft 365 ES subscription.

You need to create a sensitivity label named Labell. The solution must ensure that users can use Microsoft
365 Copilot to summarize files that have Labell applied.

‘Which permission should you select for Labell ?

A. Export content(EXPORT)

B. Copy and extract content(EXTRACT)
C. View rights(VIEW)

D. Edit content(DOCEDIT)

HE: B

MY

To allow Microsoft 365 Copilot to summarize files that have Labell applied, the label must grant permission to extract content from
the document. The correct permission for this is Copy and extract content (EXTRACT).

Microsoft 365 Copilot requires access to read and process content in documents to generate summaries. The EXTRACT
pernission allows users (and Al tools like Copilot) to copy and extract content for processing while still maintaining the protection
applied by the sensitivity label.

HE #115

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 11 and have Microsoft 365 Apps installed. The computers are joined to a Microsoft Entra
tenant.

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You deploy the Endpoint DLP configuration package to the computers.

Does this meet the goal?

o A Yes
e B.No

HE. A
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Correct:

* You deploy the Endpoint DLP configuration package to the computers.

* You onboard the computers to Microsoft Defender for Endpoint.

Incorrect:

* You deploy the unified labeling client to the computers.

* You enroll the computers in Microsoft Intune.

* You deploy the Microsoft Purview Information Protection client to the computers.
Reference:

https://docs.microsoft.comven-us/microsoft-365/compliance/endpoint-dlp- getting-started
https7//docs.microsoft.comyen-us/microsoft-365/security/defender-endpoint/configure-endpoints
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